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e 1.0.0 — 5 ceHTabpsa 2026

2.3.1 — 20 okTabpsa 2026

Mpo6a noBTopserca cama. Eciv Ha Npoby He OTBETUA HUKTO — NPOrpamMma 3anyLieHa paHblue, Yem
noaHsanack cetb, nan VPN ewwé nogkntoyaetcs, — oHa nosTopsetca vepes 20 cekyHs, 40 Tpéx pas
noapsaa. CMeHunacb cetb (nogHanca VPN, apyrovt Wi-Fi) — OKHO XAET, Moka OHa yasxeTcs, u npobyet
CHoBa. PaHblue cTpoka Npobbl Tak M OCTaBasachb CO CJIOBOM | HET |y KaXXA0ro MapLupyTa, noka He
HaxkaTa PORT 22 TCP PING.

Crpoka npob6bi Bne3aet. C kHornkamu SETUP, SETTINGS 1 ABOUT B BepxHeM psigy oHa obpe3anach
MHorotouvem. MNyTb Tenepb UAET Nocne cTpenky, a «(No Nnpobe)» He NuLIeTCca — B CKOHKax OCTatoTCs

TONBbKO | BbiGpaHo V| no mawuHam . CTpOKa LieIMKOM — B MOACKa3Ke.

Mpo6en cuutaet pasamep nanku. Kak B Total Commander: npoben Ha nanke oTMeyaeT e€ 1 cunTaer,
CKO/IbKO OHa 3aHVMMaeT, — Ha 3TOW MallnHe Mo AUCKY, Ha Ja/ibHeln CTOpoHe Yepe3 rclone size .
MNoka naét nogcyért, B konoHke PASMEP ctouT «...», noToM uncno; oHo Bxoaut B cymmy «OTMEYEHO»
nog, NaHenbto. «?» — MOACYET He Jan oTBeTa, Npoben Ha nanke nepecuymntaet. Pasom cumTatoTcs aBe
nanku, ocTaibHble XAYT, yXO/ 13 Nankn oTMeHAET HayaTble NOACYUETLI. Insert oTMeyaeT, He cunTas;

AVCKM B CMUCKE ANCKOB Npobes He cumTaeT. TouHble 6anTbl CTPOKM — no-npexkHemy Shift+MNpoben.

Mpo3pauHocTb No ymonuaHmio — ACRYLIC B ¢pamnoBbix naHensax. CBexkas konus nporpaMmmbl
oTkpbiBaeTcA ¢ | ACRYLIC u «Tonbko pannoBbie NaHenn»: pa3MbiT GOH CNMCKOB GhannoB, BepxHAA
CTPOKa, KHOMKM W NPOMEXYTKWN NAOTHble. Bbibop, yxxe coxpaHéHHbIN B SETTINGS — MNMPO3PAYHOCTb,

OCTaétcsa Kak bbin; ecan apdekTbl Npo3payHocTy B Windows BbIKAHOUEHBI, OKHO CMIOLLIHOE.

2.2.0 — 18 okTabpsa 2026

SETUP, SETTINGS 1 ABOUT — BBepxy cnpaBa. Tpy KHOMKW CTOAT nepes BbiIbOpoM A3bika 1 TeMbl; B
psaay pa3genos octaamcb SSH KEYS, TUNNEL, REMOTE, STORAGE n CLOUDS. Ha | SETTINGS
3aropaertcs opaH>eBas TOuYKa, Korja Ana MHCTPYMEHTOB NPOrpaMmbl Bblllla HOBas BepCus; NOACKa3Ka
KHOMKW Ha3biBaeT Kakue. ABOUT mnokasbiBaeT BepCuio, Marky nporpamMmbl 1 narnky AaHHbIX,

OTKPbIBaA€T AOKYMEHTbI, MNanky J'IVILI,eH3VII7I N CTPpaHNMLY BbIMYyCKOB.

ABTO Bbi6bupaet VPS no 3agepxkke. 13ganeka  ABTO 6epét ot VPS, uto oTtBeyvaet npobe bbicTpee:
MAIN VPS no nmenun nam SECOND VPS. PasHuLa MeHbLUEe AeCATON AOAN — He pa3HML, NePBbIM
Torga MAIN VPS. MyTb noeepx cloudflared naér nocne 3amepeHHsbix. loma — no-npexHemy

AOMallHAA CeTb.
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MapuwpyTtbl no mawmHam — kebabom B pagy MAPLLUPYT. Ke6ab | i B koHLe paga OTKpbiBaeT
MapLIpyTbl MO MallMHaM C 3aMepom A0 banxanwwero y3na: NMPUMEHUTb — 4O 3aKpbITUA MPOrpammbl,
COENATb MO YMONYAHUK — v ans cneayrowmx 3anyckos, | CBPOCUTb — Bcem mawwmHam | ABTO  6e3
ymonyaHuii. OpaHxkeBas Touka Ha kebabe roBopuT, YTO MapLUPYThl HE Te, YTO MO yMOoAYaHuto. Beibop

KHOMKamu paja 60/blue He 3aNOMUHAeTCa 40 CeAytoLLero 3anycka: NPexXHU 3anoMHEHHBbIN cTan

yMOA4YaHNEM.

OKHO nepBoro 3anycka BbibupaeTt nanky gaHHbixX. [1anka, BbibpaHHaa B HEmM kHonkou OK,
OTK/IOHANACh C 3aMWCbIO B XXypHane «MAET onepauma: nanky AaHHbIX MEHAOT NOCAE HEE», U
nporpaMmma octaBanacb 6€3 nanku gaHHbIX: NaHeAV MaLllWH NyCTble, UHAMKaLMKM HeT. Boibop uepes

SETTINGS - MATKA JAHHbIX — BbIBPATb paboTan un paHbLue.

2.0.1 — 15 okTabpsa 2026

Maketbl wnpposaHua PowerShell. Microsoft.PowerShell.SDK 7.6.6 npuHocut
System.Security.Cryptography.Pkcs 1 .Xml 10.0.10 ¢ nssectHbimu yszsumocTamu; PowerShell
nporpammebl ( App\AudionPs.exe ) Tenepb cobupaetca ¢ Humm Bepcum 10.0.13. Cam PowerShell

ocTaétcsa 7.6.6, OKHO He MeHsAeTcH.

2.0.0 — 9 okTabpa 2026

HoBoe okHo. OkHo nepenuvcaHo ¢ WPF B PowerShell Ha C# n Avalonia; npexHee yaaneHo LLenKOM.
[BWXOK TOT Xe: cueHapuv  Engine\Scripts , Tunnel\ v Bpannepsbl Runs\ , 1 KHOMKa no-
npe>XXHeMy 30BET TO Xe, UTO 30BETCA U3 KOHcoAW.  Start.exe 3anyckaet

App\AudionSyncTools.exe ; kato4y  ——no—-admin nponyckaeT BOMNPOC O NpaBax agMUHUCTPATOpPa, | —

Root "nmanka paHHbIX" Ha3bIBAET Narky 3TOro 3anycka, He MeHsAsa yKasaTeab Nporpammbl.

CBou PowerShell 7.  App\AudionPs.exe — PowerShell 7 BHyTpn nporpammbl: Ha HEM nayT
CLEeHapun OKHa, BCe Bpannepsbl 1 waru coopuymka. Ha PowerShell cuctembl octannce pabounii
npouecc REVERSE SSH TUN 1 noBTOpHbIM 3anyck ¢ npaBaMu agMUHUCTPAToOpPa B YETbIPEX CLLEeHapUAX

yCTaHOBKMW.

HoBbi#1 3HaK. «S» 13 ABYX BCTPEUHbIX CTPENOK Hap1COBaHa 3aHOBO, BEKTOPOM: MOPCKOW CUHWIA U
MeAb, Npo3payHbii GoH. MicxoaHukm - | Assets\SyncTools.svg v | Assets\SyncTools.png (1024),
3Ha4yok  Assets\SyncTools.ico cobpaH 13 kapTUHKK cueHapuem  Engine\Launcher\Build-
IconFromImage.psl |, wectb pa3mepoB oT 16 ao 256. Ero HecyT | Start.exe |

App\AudionSyncTools.exe 1| App\AudionPs.exe |
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OnucaHue nporpammbl - napou B Docs . Docs\README_RU.md v Docs\README_EN.md , kak y
OCTaNlbHbIX MPOrpPaMMm: PYCCKNI TEKCT MEPEHECEH N3 KOPHSA KaK Obla, aHIIMNCKUI HanucaH psaoM.

README .md B KOpHe CTan ykasaTeseM Ha 06e MNONOBUHbI KaXX0WM napbl.

MopAapok BoccTaHOBJ/IEHNA - TOXKe NapoW. Docs\RESTORE.md ctan Docs\RESTORE_RU.md , psgom

nexxnT  Docs\RESTORE_EN.md . B 3anucax HuXe npexHee MMs OCTaBAEHO Kak 6bIno.

Macrepa cTtanu cueHapusamu. To, UTO paHbLUe Aenan Ko OKHa, BbiHeceHO B | Engine\Scripts wu
paboTaeT 3 koHconu: | Set-Targets.psl (AAPECA), New—ClientKey.psl (SSH-KEYGEN),  Set-
R2Credentials.psl  (R2 CREDS), | Set—-RouterSecret.psl (ROUTER PASS), | Build-
Transport.psl (RCLONE.CONF), Manage-ClientKeys.psl (CMMNCOK, SSH-COPY-ID, OTO3BATb),
Get-Clouds.psl (cnucok obnako), Switch-Tunnel.psl u | Get-TunnelState.psl (TyHHenb Ao
poytepa BASE). OkHo cnpawwmBaet dopmoi, Tabanuen nam BbiI6opom; B OTAEbHON KOHCOMM
OTKPbIBAETCA TONLKO TO, YTO caMO BefeT pa3sroop. Nogckaskm npo SECOND VPS HasbiBatoT pasgen

SETUP : kHonka | YCTAHOBUTb | ctouT Tam, a He B TUNNEL.

3apaHue KOH4YaeTca BMecTe co CBOUM npoueccom. KomaHza, KoTopas 3arnyctuia NoMOLHMKa 1
ylwnia, fep>kana 3ajaHue «BbIMOJHAETCA», MOKa XMB MOMOLLHWNK: OKHO XAan0 KOHLa eé BbiBoja 6e3
npegena, a | CTOM He HaxoAwuAn, 4TO OCTaHaBAMBaTb. Tenepb NOCNefHME CTPOKN XAYTCA TPU CEKYHAbI
nocne KOHLa NpoLiecca, 3ajaHve nosyvyaet CBOW BEPAUKT, U ovepesb MAET Aanblue; MOMOLLHUK He
Tporaetca. Lar cbopwmka build_app nposepsert, uto HoBasi  App\ BCTana Ha MecTo, U ecn HeT —
BO3BpaLLLaeT NPEXHIOH: paHbLUe 3aHATbIN Gain ocTaBaan nporpammy 6e3 App\ noz cnoBom

«COBpaHO».

Yrto npeXkHee OKHO Aenasno camo, 6e3 kHonku. CBepka HOBOro okHa ¢ 1.19.2 no noBeAeHUtO Hawna
LWeCTb TaKMX MECT; BCe Ha MecTe. 3aKpbITe OKHa BO Bpems nepejaun cnpawmnsaeTt v Ha | [IPEPBATb
CHMMaeT 3ajlaHue C ero npoueccamm n ovepesb: rclone OKHO He nepexwusaeT. [Nanka gaHHbIX
MEHAETCA OAHUM Luarom: obaayHas ceccus NPEeXKHen Nankn COXPaHAETCA B HEE N YXOAMNT U3 OKHa
paHbLUe, YeM MeHAEeTCA narka, NaHean OTKPbIBAtOTCA 3aHOBO; NOKa UAET onepauus, nanka He
MeHsaeTca. MapLlpyTbl MalMH YATAKOTCA U3 OTKPLITOrO  rclone.conf M TOrAa, Korga noAkatoueHsbl
obnaka n pabounin koHdur 3awmdposaH. COPY, MIRROR n BISYNC mexay aByms obnakamu o4HOrO
BMAA MAYT Ha CTOpOHe obnaka — | ——server-side-across—configs . lNanka gaHHbIx 6e3 agpecoB
noJsiy4aet ux Kkapkac u3 obpasua nporpammbl Npu cTapTe, Npy Boibope 1 nepes MactepomM A[IPECA :
37O Aenaet Initialize-DataFolder.psl , oH e nepeHocut 3anucbs SECOND VPS n3

~\.ssh\config wun paboune dannbl, octaBINECS B Nanke nporpammbl ot Bepcuii go 1.15.0.

DeiicTBne naéT c Tem, c uem Hauaro. loka genctere cumtaet uam cnpawmsaetr — COPY cuutaer,
CKO/IbKO noegeT, F8 xaéT oTBeTa, MacTep nokasbiBaeT GOpMy, — nanka AaHHbIX He MEHAETCA: OKHO

oTBeYaeT «MAET onepauma: nanky AaHHbIX MEHAIOT NOC/e Heé», Kak 1 BO Bpems nepegaun. COPY,
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COCYUTaAHHbIV B OAHOW Mamnke AaHHbIX N NOATBEPXKAEHHbIN NOCAE CMEHbl Ha APYryto, yWwén Obl ¢
nyTAMW NepBon 1 KOHUrom BTopon. Onepauus yxoamT No agpecy, KOTOPbIA Ha3Baa eé BONpPOC, Aaxe
€C/V NaHe b 3a 3TO BPeMs nepeLuia B Apyroe Mecto — 13 OKHa NMoucka Uav nocae noAKAYeHns
OPENVPN: F5, F6, F2, F7, F8 n F3 6epyT mecto naHean ao Bonpoca. [Npoba ceTn, cOCToAHNE 1 CBOAKA,

CMNPOLUEHHbIEe Y NMPEXHen Nanku AaHHbIX, B HOBYHO He JIOXKaTCs.

MpoBepka cBeXknm B3rnaaomM, 8 okTabpsa. [porpaMMy Npoyan 3aHOBO He MO TOMY, C UEM OKHO
30BET rclone , a no Tomy, Yyto rclone nocne 3TOro genaet ¢ Gpannamu; CNOPHOE BOCNPOU3BEAEHO
€ro e cbopKoW Ha BPEMEHHbIX NMankax, Ha cBoém sftp n Ha mawwnHax — BASE n WORK. Homep ToT
e: n3 nanku npoekta 2.0.0 ewé He yxoguna. [lecatb ab3aueB HMXe — YTO HaWAEHO 1 UCMPaB/EHO; 3a

HUMM — YTO HaLLén ayanT 3TX NpaBoOK.

F2 He nepeMmeHOBbIBaeT Ha 3aHATOE UMA. rclone Jesan 3TO MoaYa: Gann, NexxaBLIUA MO HOBbIM
UMeHeM, yaansaacs, nanku cameanmcb. OKHO crepBa YMTaeT nanky, kyAa UaET UMs, 1 Ha 3aHAToe
OTKa3bIBAET; He MpounTanack nanka — oTkasbliBaeT ToXe. Kaxaoe nepeMMeHoBaHWe MAET C | ——
ignore-existing : dann, Yb€ NMA 3aHAAN yXKe Nocae BOMPOcCa, OCTaETCA Ha MecTe PALOM C
3aHABLUNM, U 3aZlaHNe KOHYaeTCs OWnOKON, a He CI0BOM «roToBO». C Nankown nHaye — CMm. ayauT

HUXe.

CmeHa oaHOro perucrpa B uMmeHu 6osblue He ctouT dpanna. Ha mawmHe ¢ Windows no ssh
rclone Haxoaua CTapoe MMS NOZ HOBbIM, MPUHUMAN NCTOYHMK 3@ NINLLIHIOK KOMUIO U YAANAA €ro:
name.txt -  NAME.txt — danna Het, dir — DIR — nanka nycTa, a 3ajaHne KOHYanoChb

«roTOBO». Ha Ancke 3TON MalUVHbl Nanky ¢ TakMM MMEHEM OH He NmepenMeHOBbIBaa BoBCe. Tenepb U

TaM 1 TaM PerucTp MeHseTCs B /Ba Liara vyepes BpemeHHoe nms; B R2 bucket n B obnrakax — ogHum,

Kak paHbLue.  CTOM Mexay Lwaramu BTOPOW Luar He HaUMHAET, 1 XXYpPHaa Ha3bIBaEeT, UTO OCTaNOCh

HecaeNnaHHbIM.

F8 Ha gucke 3T1oin mawmHbl knaaéT B KopsnHy Windows. JlokanbHbIN AWUCK YACTUACA TaK Xe, Kak
cepBep, — HacoOBCeM, a BOMPOC rOBOPWA NPO «yAanéHHble NCTOUYHMKM». Yero Kop3nHa He npumer,
OCTaéTca Ha MecTe, 1 3agaHune 06 3tom rosopuT. SHIFT+DEL n SHIFT+F8 yaanatot mumo Kop3suHbi;
BOMPOC 1 ero 6eraxk 3To HasblBatoT. Ha MawmHe no ssh, Ha cepBepe n B R2 bucket Kop3auHbl HeT: Tam

BCE KaK 6bl710, 1 BONPOC MPexXHNIA.

Manka BHYTpU Nanku oTk/JIOHAETCA Ao Bonpoca. F5, F6, COPY, MIRROR n BISYNC oTka3sbiBatoT,
KOrga NPUEMHUK NeXUT BHYTPU NCTOYHMKA, @ 3epKaso — 1 KOTAa NCTOYHMK IEXUT BHYTPU
npuémHuka. Cam rclone OTKJIOHSET TONLKO MPOCTON cayyal. Yepes junction v Tam, rae ogHO MecTo
Ha3BaHO ABaXkAbl — AMCK 3TOM MalUWHbI U OHa Xe No ssh, kak oTkpbiBatoTca naHean TUNNEL n

REMOTE Ha BASE, — 3epkano ctmpano cocegHune nanku n cam nctouHmnk. Konuro nanku B eé xe
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noananky OH He OTK/JIOHAET BOBCE N HE OCTaHABJINBAETCA: BOCEMb TbICAY ypOBHel‘/’I BN1O>XKEHHOCTU 3a

nAaTb MUHYT. F5 1 F6 B Ty >Ke nanky, rae CTOAT, TOXe OTKAOHAITCA.

Mapa BISYNC octaérca Toi ke napou npu cMeHe mMmapLupyTa.  rclone XpaHUT COCTOAHME Napbl
noj MMeHamMm eé€ CTOPOH, a MMA MalUVHbl MEHANOCh BMeCTe ¢ MapLupyToMm. [1apa, 3aBeséHHan Ao0Ma,
n3ganeka okasbiBanacb HOBOW: OKHO CMpaLLMBaNO MPO HEE 3aHOBO U LWJIO C —-resync — MpaBka
NpPUémHMKa 3aTmpanacs, yaaséHHoe B UCTOYHMKe BO3BpaLwanock. Tenepb y BISYNC mawwmnHa 308étca

OZHVIM VMEeHeM Mnpwu Nt0H60M MapLLpyTe, a caM MapLupyT yxoauT  rclone  nepemMeHHbIMW MpoLiecca.

YEPE3 MAIN VPS cnpawmBaet n cumtaert. [leperoH mexay obnakamu ctaptoBan C O4HOrO HaxaTus,
a OCTaHOBWTb €ro M3 OKkHa Henb3sA: pabota et Ha MAIN VPS cama. Tenepb OKHO CYMTAET, CKONbKO
noejeT, 1 CnpaLlvBaeT; BOMPOC roBoput, uto | CTOMN po Heé He poTtaHeTcs. MNeperoH Ha MAIN VPS
NAET OAMH: XXypHan un dhan C HOMEPOM MpoLecca TaM OAHM Ha BCEX, U BTOPOW, HayaTbll A0 KOHLA
nepeoro, 3atupan oba. —-Watch rosoput «M/ET», TONLKO KOrAa 3aNnCaHHbIN HOMEP XMUB 1 3TO

rclone .

Esc B none BBoaa HUUero He octaHaB/MBaerT. Esc B cTpoke 6bicTporo ouabTpa nam B nose Macok
CHVMMan nayLLyro nepeaady BMecTe ¢ ouepeabto. B none BBoga Esc Tenepb NpuHaanexuT noato; 13

naHenen oH no-npexHemy  CTOM .

CueHapuii KOHUaeTcsa cBouM Kogom. [Mos okHoM n B ware RESTORE koaom cueHapmsa ctaHOBUACS
KOZ nmocneAHer nNporpamMmmMbl, KOTOPYHO OH 3anyckan caM. CueHapui, pa3obpaBLumica ¢ 0Tka3oMm ssh
nnn robocopy n KoHumBLMICA 6e3 cBoero exit , B okHe 6b11 «koa 3», a RESTORE Ha Takom Lare
npoBanvBanacs Lennkom. Tenepb Kog TOT Xe, YTO y Bpannepa: Yncno cobCcTBeHHoOro  exit , a 6e3 Hero
— HoAb. 3aoaHo  Update-Tools.psl cyauT 06 ycTaHOBLUMKE apxMBaToOpa U peaakTopoB Mo ycrnexy

BbI30Ba, a HE NO KOAY, OCTaBLIEMYCA OT Yero yrogHo 40 HEro.

CkayaHHOe npoBepsAeTcs A0 3anycka. [1poBepKoin cka4aHHOro MHCTPYMeHTa Hbls1 ero 3anyck — npwu
TOM, YTO Nporpamma paboTtaeT ¢ NpaBamMn agMUHUCTPaTopa. Tenepb 4O NepBOro 3anycka CBepseTcs,
Yb€ OHO: y KAneHTa TyHHens — noanuck Cloudflare, y Windows Terminal n Microsoft Edit — noagnuce
Microsoft; y  rclone , micro n PeaZip, KOTOpbIX U3zaTenn He NOANMUCbIBarOT, — cymma SHA-256 n3
darina, KOTOpbIN N3aaTenb KNAAET PAAOM C BbiNMyckoM. [ognunch nanm cyMma He COLANCh — He
CTaBUTCA, MPEXHAA KONus octaércs. an cymMm He ckayanca UM HY>KHOW CTPOKM B HEM HeT — 06
3TOM CKa3aHO B XXypHase, 1 yCTaHOBKa NAET Aasblue: CyMMa 6epexéT OT apxmBa, MOBPEXAEHHOIO B
nyTn. Bepcmm npu 3tom no-npexHemy ceexue: 4to nokasbiBaet SETTINGS v uto craBut OBHOBUTD |,

HEé U3MEHWNIOCb.

KOMWMPOBATDb y >xypHana 6epé€T 10, uto B naHenn. PAJ0oM ¢ NnaHenbto Benacb BTopas konusa
XKypHasia, KOTOPYH HWKTO He obpe3an: OHa pocaa BCE BPeMs, MOKa OKHO OTKpbITO. B Bydep nayt

CTPOKKM NaHenn — nocnegHune Tpn TbiCAYUn; BCE C Hayana AHA NeXUT B q)aﬁne logs L
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AyauT 31X npaBok, 8 okTabpa. [TpaBkM NpoBepUA APYroi YaT — MO UTOTOBOMY KOAY M OMbITaMu C
HacToawmM rclone . Bocemb Haxof0K 1 OAHO HabtoAeHME 3a NpeAesaMu NpPaBok; NATb ab3aues

HVXe — 4YTO UCNpaBaeHO, HOMEpP TOT >XKe.

JTa )Xe MallMHa AaJIbHUM MapLUPYyTOM — TO XKe oAHO MecTo. CBOIO MaLLWHY NOA APYrMM VMEHEM
OKHO y3HaBaJo Mo afpecy W TONbKO Ha NpsAMoM MapuipyTe. Ho kHonka paga ROUTE ctaBut ganbHui
MapLUpyT 1 TON MalLMHe, Ha KOTOPOW 3anyLleHa NporpamMma, a HoyTbyk BHE AoMa NPUXOANT K cebe
yepes cBon REVERSE SSH TUN — v 3epkano nanku B eé poauTtens CHoBa CTMpano cocegein. Tenepb
MaLUMHY Ha TOM KOHLIe CMpPaLUMBAatOT, He 3Ta JIM OHA: OKHO YmMTaeT Yepes Heé cobCTBEHHbIN danin-
MEeTKY, 1 TONbKO KOrja Nyt Ha o6oumx KOHL,ax COBMajatoT ANCK B AUCK. MalivHa He oTBeTMAa —

onepayna He Ha4YMHaeTcA.

F2 nepenpoBepseTr nmsa nepep, 3anyckom, a nanky — nocne. Vimsa, ceobogHoe npun Haxatum F2,
MOT/IN 3aHATb, MOKa 3ajaHune Xano B ouepean 3a AONron nepesaveit. Nanka untaeTcs ewé pas nepes
CaMbIM 3aMnyckoM, 1 Ha 3aHATOe MMSA 3ajiaHne He HaunHaeTca. Y nanku, B oTimyne ot dpanna,
npeAoXpaHNTENs Ha OCTaBLUMNCA MUT HET: rclone MEePEHOCUT B 3aHABLUYHO UMS Narnky TO, Yero B HeW
He 6bl10, OAHOMMEHHOE OCTaBASET N KOHYAET «rOTOBO». [ocne nepenMeHOBaHMA Nankm OKHO
CMOTPWT, He OCTasacb I OHa Ha MeCTe, 1 ToBOpPUT 06 3ToM owwnbkow. MNanky F2 XxaeT cTonbko e,
CKO/IbKO MaHesb, — MWHYTY, @ He MOAMUHYTbI. Korga BTOpPOW war CMeHbl pernctpa He BbIMOJHEH UK

OCTaHOBJIEH, XXYPHa/ Ha3blBa€T BPEMEHHOE UMA, NOA KOTOPbIM OCTanca 0b6beKT.

MaHenb He AepPXXUT CTPOKU NpedXKHer nanku. [Anck 3Ton MallMHbI 4O NPUXoAa CrMcKa HOBOW Mamnkum
nokasblBas CTPOKW npexHer, n F2, F8 n F5 B 3TOT Mur 6panv nmsa 13 CTaporo crnvcka v nyTb HOBOM
nanku. CTpoku ybuparotcs cpasy, Kak y MalivHbl Mo ssh. BAOXeHHOCTb Nanok OKHO crpalinBaet y

ANCKa HE Ha CBOEM MOTOKE: CETEBOM ANCK, ﬂepeCTaBUJMIZ oTBEYaTb, €Ero bosblLe He noaBeLllnBaetr.

MpeaynpexaeHue rclone ckpbiTo B 04HOM 3aAaHuK, a He BO BCEM XXypHane. CTpoka npo ssh
noBepx agpeca oxungaema 1onbko y BISYNC n3ganeka, rae OKHO camo Tak Aenaet; B It060M gpyrom

3af@aH1M oHa roBopuT 06 owmnbke B pabouem rclone.conf u cHoBa BUAHA.

CueHapuii CMOTPUT Ha OTKa3s NporpamMmMbl, OT KOTOPOW 3aBUCUT ero Aokaapa. Pas koa cueHapus
Tenepb ero cobcTBeHHbIN, 0TKa3  icacls wman git B okHe 6osblie He BCnbiBaeT caM. CueHapui
NPOBEPSAET ero TaM, rae nHave Aonoxun bbel 06 ycnexe: npasa Ha kntoy B EXPORT KEYS (oTkas —
owwnbka cueHapus), B SSH-KEYGEN v npu yctaHoBke OpenSSH, npaBka | core.sshCommand B IMPORT
KEYS, yaaneHue 3anucu obnaka. Cymma PeaZip nwietcs no umeHwu, kotopoe Ganny fan nsgatenb, n

TOrza, Korga apxms NpULWEN 3anacHoOm JOPOrom.

MepBbIii 3anyck. Boinyck npuxoaunt 6e3 nHctpymeHToB. OKHO NMepBOro 3anycka crpalumBaeT nanky

JlaHHbIX 1 CKauuMBaeT HegocTaroulee, okoso 100 Mb: | rclone , cloudflared , Windows Terminal,
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PeaZip, peaaktopbl Microsoft Edit u micro. OHO BO3BpaLLL@aeTcs Npu KaXkaoM cTapTe, Noka MHCTPYMeHTa

He XBaTaerT.

Macku. KHorka co 3BE34,0UKON MeXAy NaHeNsMn OTMeYaeT CTPOKM akTUBHOW NaHenn: CBOM Macku
yepes 3anaTyto, COXPaHEHHbIE HAbOpPbl, BPeMSA U3MEHEHWS U TPYNMbl PaclUMPEHUI C BKAKOYEHUEM U

NCKNHOYEHNEM.

Mowmck. Ctrl+F, Alt+F7 nav nyna mexxay naHensiMu: OT nanku akTMBHOM NaHenn Braybb, Ha AMCKe, Ha
maluvHe no ssh, B R2 bucket n B obnake. Vet no yactv umeHu, pacluMpeHunto, Macke, peryaspHoMy
BbIPa>KEHMIO, rpynnamM v BpemeHu. HariaeHHoe oTKpbIBaeTCA B NaHeNN NAOCKUM CMIUCKOM Anbo

nepexoaom K dauny.

KnaBuwmn. flo6asnenbl Tab, Alt+« n Alt+— (nctopua nanenm), Alt+F1 n Alt+F2 (cnncok nCToOYHMKOB),
F (6bicTpbii dunbTp), Ctrl+A n | *  (oTmeTkn), Shift+Npoben (TouHbi pasmep), Ctrl+R, Ctrl+U,
Ctrl+Enter (tepmuHan tam, rae ctout naHens), Ctrl+Shift+N u Ctrl+Shift+P (umeHa n agpeca B 6ydep),
SHIFT+DEL n SHIFT+F8 (yaannte Mumo Kop3uHbl). Esc octaHaBanBaeT nayLLyo onepauuio — 13

naHenen; B none BBOJa OH NMPUHaANEXUT NOJIHO.

F3, F4 v apxuBbl. F3 knagét B 6ydep nybanyHble cCbiikn Ha oTMeuveHHoe B R2 bucket co ceoum
canToMm. F4 oTkpbiBaeT pain B pegakTope, Shift+F4 co3paét HOBbIV; pesakTop BblbMpaeTcs B
SETTINGS. Alt+F5 n Alt+F9 ynakoBbIBatoT 1 pacnakoBbIBatOT apxuBbl Yepes PeaZip: ZIP, 7Z, SFX, TAR,
TAR.GZ, TAR.ZSTD, TAR.LZ4, c naponem 1 NpoBepKon apxmBa. Pegaktop 1 apxmBbl paboTatoT Ha AMCKax

3TOV MaLUWHBbI.

Nupnkatopbl 6e3 KpacHoro. Y KHOMok 063aBeseHns TpU 3HAYEHNSA: CepblIi — 3TOrO HET, OPaH>KEBbI M
— eCTb, HO Ae/I0OM He MOATBEPXAEHO, 3eNEHbIA — MOATBEPXKAEHO UTeHneM naHenn. CoctoaHmne
oTpatoT | Get—SetupState.psl wn | Get-BeaconState.psl oaHow ctpokon JSON; untaetcs oHo nNpwm
CTapTe, NOC/Ie OYepeamn 3aZaHunii, Nocae MacTepa 1 No kHonke  COCTOSHUE . B xxypHane kpacHbIM
OCTaéTCA TONbKO TO, YTO CIOMaNoCh. Kakou KNtou 34eWHUM, MHANKATOPbI Y3HAKOT MO nanke AaHHbIX U1
npoduIto, a He N0 MMEHU, KOTOPOE MOMHUT OKHO: CBEXas KOMMA NPOorpaMmbl MOKa3bIBaeT KAKOY Ha

MeCTe Cpa3y, KaK TONIbKO yKa3aHa nanka AaHHbIX.

Owwnbka B 06paboTumke oKHO He 3aKkpbiBaeT. OHa Leankom noxmtca B Logs\gui-crash-
<Bpems>.log , B XXypHase OCTaéTca ofHa CTPOKa C MMeHeM darna, okHo paboTaet ganblue. [BaguaTb
OWKMOOK 338 MUHYTY — NPOrpaMma 3akpbiBaeTcs, NocaeAHnA Gann rosoput noyemy. OwmnbKmM GOoHOBbIX

3a4ay, KOTOPbIX HUKTO He Xaan, nuwyTtca B | Logs\gui-background-<gata>.log .

CBoaKa cocToaHUA — oTAeNbHbIM cueHapuem. COCTOAHUE | v cTapT OKHa NULLYT B XXypHas CBOAKY
N OTYET O TyHHenAx, Kak npexae; akTbl Tenepb oTAAET Get-StateSummary.psl . NponasLunii

KANEHT TYHHeNA BUAeH Ny ONYLWEHHOro TYHHENA! paHbLUe NpoBepKa LWa TONbKO Yy NOAHATOrO.
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Ha6opbl macok 1 napbl BISYNC — B nanke paaHHbIx. Habopbl nexat B | config\mask-sets.json ,
napel — B | config\bisync\pairs. json , a coctofHve rclone ANf KaXAOW napbl — pPAAOM, B
config\bisync\state . PaHblue cnncok nap Xun B HaCTPOWMKax OKHa, a COCTOfHWe — B ._runtime
nporpamMmsl: YACTKa YHOCWUIa COCTOAIHME 1 OCTaBasANa CnucokK, rclone oTkasbiBajs € «must run --
resync», ¥ CnpocuTb 3aHOBO OKHO He ymeno. Tenepb napa CYMTaeTC 3HaKOMOW, NokKa eé CoCToAHMe Ha
mecTe. [Mapbl 13 MPEXHUX HAaCTPOEK HE MEePEHOCATCA: NePBbIV 3anyCck KaXA0W CNPOCUT 3aHOBO, U

>KypHas 06 3TOM roBopwT.

SETTINGS. HoBbivi pa3gen Ha MecTe nNaHeneun: nanka AaHHbIX, MTHCTPYMEHTbI U UX BEPCUN

( MPOBEPUTb BEPCUW Tonbko cripawwmsaet, OBEHOBUTb Beaét BCe WwecTb), pegaktop F4, pasmep v
BbI6Op WpundTOB, Npo3payHocTs Windows 11, pa3mepsbl B 6anTax, HUXKHUI pag 6e3 nognucen. Tem
yetbipe: Audion Vault Dark, Audion Dark, Audion Code Dark, Audion Light.

Monoca mexay naHenamu. Tyga nepeexann KHOrMka NUTaHusA TyHHensa fo poytepa BASE, mapLipyThbl
Mo MallVHaM ¥ 3aKpeneHune pasgena; pPAgoM — Macku, MOUCK, CMeHa NaHenen MectaMu, UMeHa U

MoJIHble agpeca OTMeUYeHHOTo B bydep.

LiBeTta cTpok. YuTtatotca n3 | config\colors\themes.json 1| config\mask-groups.json : rpynnbl
Macok, noncka un uBetoB — oaunH cnncok. Cxembl Total Commander | config\colors\*.ini un

cueHapun | Update—AudionColors.psl W3 nporpamMmbl ybpaHbl.

Golden copy o6n1akoB 6epéTtca U3 To Nanku AaHHbIX, C KOTOpoi paboTtaeT okHo. [loc/ie NpaBku
obnaka Manage-Clouds.psl Bbirpy>xan Ha MAIN VPS KoHUT 13 Manky No ykasaTtento, Aaxke Koraa

eMy Ha3Banu Apyryto: —Root A0 BbIrPy3KWU HE JOXOANI.

Mposepku. Nx 29, Bce nayt nog sctpoeHHbiM PowerShell uepes | Tests\Run-Tests.psl ; nma, nog,
KOTOpOe He nozoLufa HX OfHa NPoBepKa, Tenepb OLMOKa, a UTOT Ha3blBaeT YMC/I0 NPOLUEALLNX.
Hosble: | Test-NewWindow.psl , Test-ClientKeys.psl , Test-StateSummary.psl , Test-
DataFolder.psl , | Test—ScriptExit.psl , Test-ToolTrust.psl . Test—-Cli.psl wn| Test-
Prompts.psl  uuTatoT HOBOe OKHO. | Test—Window.psl | | Test-Handlers.psl u | Test-
TransportRoutes.psl YLV BMECTE C MPeXHNM OKHOM: IOT1Ka, KOTOPYHO OHM MPOBepsAau, Tenepb
Ha C#. Eé noBeseHve npoBepsieT cTeHys Tests\Stand\Run-Stand.psl : cobpaHHOe OKHO 6e3 3kpaHa
n 6e3 MblLw, ¢ 3araywkamm Bmecto PowerShell n | rclone , BocemHagLaTb Npob — BOMPOC OCTaETCA
6e3 oTBeTa, Nanka AaHHbIX MEHAETCA AW NaHeNb YXOANUT B APYroe MecTo, 1 TONbKO MOTOM BOMPOC

nonyuaet oteeT. CteHay Hy>eH dotnet SDK, ngét oH oKoao ABYX MUHYT M B OBLLMUIA NPOrOH HEe BXOAMT.

AByxok. PyHKLMW, Ha KOTOPBIX CTOAT cueHapuu, XuByT B | Engine\BackupEngine.psml — 6e3
okHa. [1aTb PyHKUMIM 6e3 BbI30BOB yAaneHbl. Homep Bepcun y okHa oauvH, | config\version. json :

npoeKkT C60pKI/I YMTaeT ero oTryaa, CBOero B HEM HeT.

10/52



AoxymeHTtbl. README.md n oba pykoBoacTBa nepenmncaHbl NoA HOBOE OKHO.

BXXnBYO HEe MpOBEpPEHbI: Pa3roBop € HaCTOALLNM poyTepoM, yctaHoBka WireGuard, nogbém v nutaHme

CBOEro TyHHens, Bxog B obnako yepes 6paysep, SSH-COPY-ID 1 OTO3BATb Ha HacToALWMX MaLLMHaX.

OKaHTOBKM KOHTPOJIOB TULUE, LiBETHbIe KHOMKW HMKHero paga 6e3 3anuskun, 10 oktabpa. Pamku
KHOMOK, NepekatoyaTenen, 4ekboKCoB 1 Nose — B NOKOE, NMOA yKa3aTeNeM U Y BKIHOUEHHbIX —
coxpaHstoT 40% cuabl: MHOTO pamMok psgoM psabuan. PaMkn naHenen, kKaptoyek, naaLlek u
pasgenntenu npexHue. Y F5, F8, F11 n F12 HuxHero paaa cHATa uBeTHas 3aaMBKa: KHOMKa CTOUT Ha

doHe 0BbIYHOWN KHOMKW, O HEV FTOBOPUT LIBET OKAaHTOBKW. HOMep TOT e.

1.19.2 — 26 ceHTA6pAa 2026

PasrapaHa kpacHasa konoHka SFTP B RESTORE MIRROR. lNepBbiin ke MIRROR Ha BASE ¢ 1.19.1
Ha3Basn NpuunHy: Invalid value when setting --s3-no-check-bucket from environment
variable RCLONE_S3_NO_CHECK_BUCKET="" | [locne ka>goro Bbi30Ba rclone nporpamma
BO3BpaLLla/ia NepeMeHHble OKPY>XeHWNA Kak Obliv, 1 OTCYTCTBOBAaBLUME «BO3BpaLLana» nepejayen
$null B SetEnvironmentVariable . PowerShell npeBpaiyaet Takori $null B nycTyto CTpOKy, a
PowerShell 7, Ha KOTOPOM XXMBET OKHO, NMYCTYO CTPOKY He YAANAET, @ XPaHWUT NyCcTON nepemMeHHOMN.
MNMoatomy nocne nepBoro rclone B OkHe BCAKMIA NpoLecc, 3anyLeHHbl 13 Hero, — RESTORE, BHewHme
OkHa, — nosay4an | RCLONE_S3_NO_CHECK_BUCKET="" | n | AWS_SHARED_CREDENTIALS_FILE="" , 1 ero
rclone nagan Ha ctapTe. OTAENbHBIN 3aMyCK TeX >Ke MPOBEPOK 3TUX NMEPEMEHHbIX He MoayYan u
npoxoaun. Tenepb yaaneHne naet yepes  [NullString]::Value BO Bcex 17 mectax: BO3BpaT nocne
rclone, naposb o6nakos | RCLONE_CONFIG_PASS B okHe 1 B | Manage-Clouds.psl , nepemMeHHble
ob6nauHbIx 3anucen. Tem xxe 06bACHAETCA AaBHUM CyYal, KOrAa NaHeb nagana «Ha nycromMm Tune»
obnaka. HoBbIn TecT | Tests\Test-EnvRestore.psl NPOBEPAET U KOZ, 1 XNBOW BbI30B NOJ,

PowerShell 7.

1.19.1 — 26 ceHTA6pAa 2026

MpoBepka gopor Ha3biBaeT NpUUnHY. Tabanua SSH/SFTP B koHue RESTORE 6oablue He nuwieT
ronoe «FAILED / TIMEOUT»: nog Hel cTpokn «Why:» — Ans KaXA0ro otkasa NoCAeAHss CTpoKa
ownbkm ssh nan rclone, kog Bbixoaa nan «Het oteeTa 3a N ¢». bbICTpo ynaBLlas nposepka
NOBTOPAETCA OAHa, Mpexae YeM AopOory Ha3BaTb MEPTBOW; MpoLLaa CO BTOporo pasa — gopora OK, a
nepsas NpuYMHa ocTaéTca B cTpoke. lNoBogom ctana konoHka SFTP B MIRROR Ha LAPTOP 26.09.2026:
BCE MPOBEPKM Nasanu pa3oM, JOPOrM Mpu 3TOM Bblv XUBbI, @ NPUYNHY Tabanua BeibpacbiBana.
Invoke-AbkHostScanBatch nonyuun pexum -Detailed (BbiBOA, OWwNbKK, KOA, TanmayT); SSH-

KEYSCAN 30BET ero no-npexHemy.
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OkHo He BUcUT Ha cloudflared. Mpo6a ceTtn cuntaet gopory yepes cloudflared xwuBoin, Tonbko ecan
OTKpbIT NOPT 443 | ssh.audion.dev | 1 ectb Bxoa B Cloudflare Access ( cloudflared access token ,
B GOHOBOM NOTOKe Npobbl, Npegen 5 c). HeT Bxoga — Aopora MOAYNUT, OKHO BepéT cneaytoLLyto, a B
XKYPHan yxoamuT ofHa CcTpoka: kak Bontu. PaHblue cloudflared oTkpbiBan 6pay3ep u >xaan Bxoga 6e3

npeaena BpeMeHN, ssh >KAan ero, U OKHO BCTaBaJio MOJ14a.

C6opka He oTKpbiBaeT TepMuHan. YcraHoska Windows Terminal npoBepsna cebs 3anyckom  wt.exe
6€e3 apryMeHTOB, a 3TO N eCTb «OTKPbITb OKHO»: MPW KaXka0u cbopke 1 KaxaoM 0OHOBAEHUN
WMHCTPYMEHTOB Ha 3KpaHe BcnabiBan nycrou PowerShell. Tenepb TepMmunHan nposepsetca no danay un

€ro Bepcunmn, He 3anyckanachb.

1.19.0 — 26 ceHTAbpa 2026

RESTORE — «Hauucro ns DATA (MIRROR)». lNMpexHuii RESTORE T0o/1bKO fOAMBaN: OANHAKOBbIE
KJIFOUM OCTaBaAMUCh, CyLecTBYOWMA | ~/.ssh/config coxpaHAncs, Yy>ue CTPOKM
administrators_authorized_keys >wnu ganbuie. 25.09.2026 BASE nocne takoro RESTORE
ocCTanacb Ha cTapoM npodwune n3 8 xoctos BMecTo 20, 1 MoNOBUHA Jopor rclone He OTKpbIBanach.
MIRROR genaet C: poBHO Takmm, KakuMm ero onuceiBaet DATA:  ~/.ssh cobupaeTtcs 3aHOBO LLeNKOM,
B Panne knroyen agMnHUCTpaTtopoB octaércs poBHO CLIENTS, xocT-katoum SSHD 6epytca n3
Tunnel\SSHD aaxxe NoBepx APYrux >XuBbIX, yonpatotca ctapbii  rclone.conf BHe DATA, apabiku
REVERSE SSH TUN v 3agaua  Audion Backup Sync . Huuero He yaansercs monya: BCE ybpaHHOe
noxuntca B | DATA\ . _runtime\mirror—<epems> C 3aKPbITbIMW NMPaBaMu, TaM e >KypHai
restore.log . Ecnv umnopt copBancs, npexxHun ~/.ssh Bo3BpalLaeTca. YenoBeueckme wwaru xayTt
6e3 TanmayToB: oTkN0HEHHBIM UAC cnpalumBaetcs cHoBa, Bxog B Cloudflare Access nposepseTtcs u
NMOBTOPAETCA, NapO/b POyTepa COXPAHAETCA TOIbKO Nocne HacToAaLlero Bxoaa. OAnH A1 naponb y BCex
poyTepoB — BbIOOP BasenbLa: OH CnpallnBaeTcs oaMH pas n nexxnt B DATA ( targets.json ,
_routers.sharedPassword ). be3 Hero naposb 04HOro poyTepa Ha Apyrom He npobyetcs; ROUTER

PASS B OkHe cnesyeTt TOMy Xe Bblbopy.

MpoBepka SFTP B RESTORE He nepenucbiBaet rclone.conf . Pa3oBbii remote | :sftp:
onpeaensn 060N0uUKy TOM CTOPOHbI U COXPaHAN KOHPUT; ceMb NPOBEPOK napanaiensHo Ha Windows
mewwann apyr apyry, n 26.09.2026 Bce SFTP-cTpoku Tabanupl ynaam npu XuBbIx goporax. Tenepb t1n

000/104KM 33/aH SIBHO.

SSH-KEYSCAN cobupaeT Bc€, 6e3 uero uncrbii npodpunb He Bxoaut. MAIN VPS nuwetca ewwé n
nog  audion-vps — 3TUM MMeHeM 0ba ero mapLupyTa cBepatoT KoY ( HostKeyAlias ). Poytep
BASE Tenepb B niaHe ckaHnpoBaHus: FILES ROUTER 6e3 ero kitoya He OTKpbIBaaAca. 3anacHoOn nyTb

yepes ssh cBepseT KU NoJ OCHOBHbIM MMeHeM Lean: Windows | ssh—-keyscan | 9.5 He npoxoguT KEX
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sntrup761 y MAIN VPS. -T ckaHepa kopoue oxungaHua naketa: Windows-ckaHep gepxan
coeavHeHve o -T , u LAPTOP c poytepom rnban BmecTe ¢ nosyyeHHbiMU kKarodamn. DSA 6onblue He

NPUHUMaETCA — 13-3a Hero NpPsAMoe ckaHupoBaHue NoXHO kpuyano «HOST KEY CHANGED».

Appec poytepa — 13 aaHHbIX. Check-Router , New-RouterPeer v ROUTER WEB 6panu 3awmTbin
192.168.1.1 ,a AOM AaBHO B 192.168.10.x . Tenepb agpec 6epétca 13 3anmcn poyTtepa B

targets.json .

ROUTER PASS c apBymsa poyTepamu. Cncok poyTepoB NpUXoauna B BbiI6Op BAOXEHHBIM MacCUBOM: C
OZlHNM POYTEPOM 3TO He NPOABAANOCh, CO BTOPbIM BbIOOP He NoKasbiBasCa, @ COXpaHeHue nagano Ha

—Router . OKkHO Npu 3TOM NMCano «Napoab COXPaHEH», XOTs daina He Bblno.

1.18.1 — 24 ceHTa6psa 2026

C6opka uepes opkectpaTtop Haxoant PowerShell. OpkectpaTop Bbipe3aeT war n3
builder_main.cmd v BbinonHsAeT ero 6e3 wanku darna, a PowerShell nckana tonbko wanka.
24.09.2026 Bce Tpw wwara yctaHoBKM — | install_rclone ,  install_terminal ,
install_cloudflared — Haneuyatann | No PowerShell found , n nporpamma octanacbk 6e3 rclone,

TepMUHana n KnneHTa TyHHens. Tenepb 3Tv warn n | tests unwyt PowerShell camu, B ToM e nopsazke,

yTO Wanka. M3 meHro cbopmk pabotan n npexae.

1.18.0 — 24 ceHTA6psa 2026

F11 COPY cnpawmBaet nepep, paboton. MNoateepxaeHuns 3aecb He 6b110: COPY Huuero He yaanser,
1 BONpPOC Kazanca anmwHum. Ho F11 ctout pagom ¢ F12 n Haxunmaetca mmmo — 24.09.2026 Tak yexano
16 754 dawina, 4,6 Tb, 3a 25 cekyHa, Monya. [lnanor Ha3biBaeT obe CTOPOHbI C10BamMK, cocTaB obaactm
(BCA manka uav TONbKO OTMEYEHHOE) 1 NALKOW — CKOAbKO NnoeaeT: darabl 1 06béM. Yncno cumntaet
CyxOV NporoH rclone Temu xe kato4amu 1 GuabTpamu, YTo U caMa nepesava, MO3TOMY OTBEYaeT Ha
3a/laHHbIV BOMPOC, @ He Ha MOXOXWK. Koraa NpuEMHMK y>ke CBEXUK, MaaLlka Tak U TOBOPUT:

KonumpoBaTb Heuyero. Ecam cuét He yaancs, Amanor octaérca C BONPOCOM, HO 6e3 umncna.

1.17.0 — 20 ceHTAb6pa 2026

MepeycraHoBka Windows 6e3 o6be3aa mawmH. SETUP — SSHD coxpaHsieT XocT-katoum cnyxxbbl B
Tunnel\SSHD BbibpaHHOW DATA BMmecTe ¢ MaHndecTom, a SETUP — RESTORE Bo3BpaLuaeT ux 40

yCTaHOBKM 1 NepBoro 3anycka sshd. Y MalmnHbl ocTaéTcs NpexHAsN NAEHTUYHOCTb, U COCeAAM He
HY>XHO J0BepsiTh el 3aHoBO. RESTORE Takke MMNOPTMPYET KIOUN, UNHWUT NyTW, BO3BPALLAET APJIbIK

BkAtouéHHoro REVERSE SSH TUN un neuataet tabamuy SSH/SFTP. XKnBow kntoy, OTANYHBIN OT
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COXPAHEHHOTO, HE Mepe3anunCcbiBaeTCs; NOBPEXAEHHAA KONWA He NnpuMeHsaeTca. KOHCoNbHbIN | ssh n
ProxyJump nonyuatot | UserKnownHostsFile | ¢ dpansiom n3 DATA. MNopagok — Docs\RESTORE.md |,

KOHcosbHas ABepb — Tunnel\RemoteDesktop\restore-machine.cmd .

PRIVATE BACKUP He BbiTecHsieT 60/1€e No/siHbIA CHUMOK. [lepes yaaneHnem npexHero CHUMKa
CBEPSAETCA ero COCTaB: CHMMOK, B KOTOPOM €CTb NMPOEKT, OTCYTCTBYHOLLMA B HOBOM, OCTAETCS, 1
nporpaMma Ha3blBaeT, KakOW MPOEKT ero Aep>XUT. YaaneHvne naéet no obbvektam, 6e3 3anpoca
BEPCUOHMPOBaAHNA KOP3UMHbI.  —Keep mpuHMMaeT 3HauyeHusa ot 1, —ProjectName noHMMaeT CMMUCOK
yepes 3anatyto. 3epkano MAIN VPS ybupaet n3  Snapshots TONbKO CBOW MPEXHME CHUMKMN MO

VIMEHW, @ He BCE, B YEM HET CEerofHsaLIHeN aaTbl.

IMPORT KEYS. ®aiin, coBnagarowwmin ¢ golden copy, nponyckaeTcs; 0Tkas no OA4HOMY Katouy

coobuiaeTca cTpokon failed: 1 He OCTaHaBAMBAET OCTajbHbIE.

—-NoPause y BpannepoB. Bpannepbl B Runs\ v Tunnel\ nponyckatoT CBOO nay3y, Koraa Karou
nepesaH: 3aKoOHUYEeHHbIV GOHOBbIV 3anyck 6o/blue He XAET knaBuwwm. bes kntoua naysa octaérca —

OKHO, OTKpbITOE ,D,BOI7IHbIM L EeNYKoM, He 3aKpbliBaeTCA BMECTE C TEKCTOM owmnbkuy.

C6opouHas napa. cleanup_project.cmd Bo3BpalLaeT nanky NporpaMmbl K COCTOSHUIO
NCXOAHWKOB: youpaet ckayaHHble  Tools\rclone , | Tools\terminal , Tunnel\Bin , xypHansbl,
._runtime W COCTOsiHWE MalWHbl — | config\profile. json W | config\gui-settings.json .
Start.exe , octasbHOW config W Nanky AaHHbIX PAAOM OH He TPOraeT; Noc/ie YNCTKN OKHO 3aHOBO
cnpawwnaet DATA FOLDER.  builder_main.cmd BO3Bpallaet MHCTPYMEHTbI Waramm
install_rclone , | install_terminal , | install_cloudflared — Tem Xe CLeHapunem, 4Yto U
kHonkn UPDATE, — n HecéT  tests , verify , clean_cache . KnneHT TyHHens ctaButcsa 6e3

Install-TunnelClient.psl : cbopka TONbKO CcKaymBaeT u ssh-npodunb He NpaBuT.

Hactpoikn TepmuHana us  config\terminal . [Tocne yctaHOBKM MM OBHOBAEHWA TePMUHaNA
HegocTarowme dannbl n3 | config\terminal — mapkep | .portable u | settings\settings.json
— knagyTca B Tools\terminal . Haxutble HaCTPOWKM He 3aTUPAtOTCH; Wwar AET 1 Toraa, Kkoraa

BepCna TEPMMHAaNA y>Ke CBEXas.

1.16.0 — 20 ceHTAbpa 2026

Cetn BASE nocne nepee3pa Ha 192.168.10.0/24 . lNpexHas | 192.168.1.0/24 ybpaHa n3
AOBepeHHbIx ceTel npaBuna Audion Remote Files (SSH 22) - wn B SSHD, 1 B 3anacHon ycTaHOBKe
OpenSSH: oba cueHapus CTaBAT OAHO MPaBWAO U TEMEPb OAHUM CMIMCKOM. YMOUaHWe ceTelrt MacTepa

WG BASE-ROUTER | npw nycToM | routes.txt -|192.168.10.0/24 , B OKHe 1 BO Bpannepe | setup-
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base-vpn.cmd . Ha mawwmHax npaBnao obHOBASETCA CaeayroLmnM 3anyckom | setup-ssh-

server.cmd .

PRIVATE BACKUP knagér cHumok B audion-backup/Projects . [lyTb B R2 no ymonuaHuto

cMmeHwunca ¢ builders Ha Projects ; kiou —Remote no-npexHemy 3agaér cBOW.

1.15.3 — 15 ceHTA6pa 2026

REVERSE SSH TUN nocne 3aKkpbiTus ycTaHOBOUYHOM KOHcoau. GUI BoccTaHaB/IMBaeT HaCTPOEHHbIM
npoLecc HanpsMyto 1 NOBTOPAET 3aMyCck Nocje ero HeOXNAaHHOTO 3aBepLueHus ¢ nay3oun 30 cekyHa,.
Pernctpauma kntoua He nostopsaetca. STOP n yganeHune yumtbiBatoTcs; ctapble TyHHean LAPTOP He
3anyckatotcs. 3akpbiTne GUI 3aBepLuaeT ero npouecc 1 govepHue SSH, He octaBasaa cnpoT. Owmnbkn
3anycka v xog OpenSSH coxpaHatoTca B XXypHanax; 3eN1€Hbl HAMKATOP TpebyeT noaTBEpPKAeHMA

npobpoca cepBepoM. YctaHoBneHme SSH orpaHunyeHo 15 cekyHAamMu Ha MOMbITKY.

1.15.2 — 15 ceHTa6pa 2026

SSH-KEYSCAN He 6510kmpyet okHo. CkaH/pOBaHWe nepeHeceHo B OTAENbHbIN CLieHapuin, obwmni
ana GUI n | Runs\ssh-keyscan.cmd . XocTbl npoBepatoTcs NapannenbHo: A0 NATU CEKyHZ, Ha NPAMON
06X04 1 eLwé A0 NATU Ha JOCTYN Yepe3 HacTpoeHHbIn SSH. STOP 3aBepluaet paboumii npoLecc BMecTe
C ero NoToMkamMu. HegoCTynHble XOCTbl COXPAHAT MPEXHNE KAHUN; N3MEHMBLLMECA MPUHUMALOTCA

TONbKO ABHO, Yyepes Ctrl unm | —Force .

MpaBa npuBaTHbIX SSH-kAOUe nocne nepeHoca. IMPORT KEYS ncnpaenset Hacnegyemble n
ABHbIE NINLLIHME Pa3peLLleHNs, B TOM YnCae Yy yxe cyllecTByrowmx dannos. HenonHeii Export Keys
AOMONHAETCA cepBepHbIMM Napamu 13 | Tunnel\SSH\servers ; npuBaTHblE KNHOUM COCEAHUX MALLUH
n3 CLIENTS aBTOoMaTtuyeckun He gobasnstorcs. Mpu yctaHoBke REVERSE SSH TUN owwnbka  bad
permissions 3anyckaet ucnpasneHune ACL BbibpaHHoro IdentityFile B gaHHbIX nan npodune n
NOBTOPHbIN BXOA. Cofep>XnMoe KNtoUa COXPaHAETCS; PeXXnMbl NpoBepkn U cHATUA ACL He MeHSIoT.
YcraHoBKa knveHTa nosay4vaet nanky DATA n3 GUI ABHO 1 npoBepseT npaBa NCNOAb3yeMbIX CEPBEPHbIX

KJrOYen.

1.15.1 — 15 ceHTa6psa 2026

MepBbi Bxog Ha VPS npu ycraHoBke REVERSE SSH TUN. MNMycton known_hosts 6onblie He
OCTaBJ/IfIeT yCTaHOBKY 6e3 cnocoba noaTeepantb otnevatok: OpenSSH npegnaraet ceepuTh €ro B
OTAENbHOM OKHe, 3aTeM yCTaHOBKa NMOBTOPSAET BXOJ B CTPOrom pexxmme 6e3 avanora. I3MeHEHHbIN

oTneyatok He npuHumaetca. OCMOTP, YAANIEHWE v 3anyck ¢ nepeHanpas/iieHHbIM BBOAOM He
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cnpaLwmBatoT noaTeepxaeHve. OWwmbKM BCeX MapLLPYTOB COXPaHAOTCA B OTAENbHOM XYypHase
yctaHoBkY; owmnbka MAIN VPS 6onblue He ckpbiBaeT otkaz SECOND VPS. SSH-KEYSCAN Bkatouaet
SECOND VPS c ero SSH-noptom. [lobaBneHbl NpoBepKM NEPBOro 3amnycka 1 OTKa3oB Ha

CUHTETMYeCKMX AaHHbix ans PowerShell 5.1 n 7.

1.11.18 — 13 ceHTabpa 2026

Maponb poyTtepa XpaHUTCA NEPEHOCMMO, NO UMEHU poyTepa. PaHblie oH wudpposanca DPAPI —
NPWBA3KOW K YY4ETHOM 3aMMCK 1 MaLLWHe, KOoTopas caeTana npu kaxzoun nepeycraHoke Windows v He
nepeesxasna ¢ Habopom: 3 Bcero Habopa TO/ILKO Napo/ib POyTepPa He NepexXmnBan BOCCTAHOBEHNE, a
Ha MOpPTaTMBHOM AnCKe Bbln MEPTBLIM rPy30M. Tenepb OH NOXKUTCA base64 B darin No umeHn poytepa
( router-base.secret , | router—home.secret ) — nepexwmnBaeT nepeycTaHOBKY W MepeesiaeT, KaK
KAOUM 1 Naponb obnako.. Vima no poyTtepy, a He No agpecy: y AOMAaLLHErO 1 epeBEHCKOro poyTepoB
OAVH agpec 192.168.1.1 , n dannbl No agpecy 3atmpanu bbl Apyr Apyra; Tenepb pa3Hble poyTepbl —
pa3Hble daisibl, 1 Mapoan y HUX MOTyT pasandatbca. Cam dann becnoneseH 6e3 goctyna Kk poytepy —
3aMOK B npaBax nanku n wupposaHmum Hocutensa. CkpunTtbl poytepa ( new—router—peer , check-
router | check-routes ) nonyunnm kaou | —Router . MNpexHuii | router_<appec>.secret ot DPAPI

OCUPOTEET — MapoJib BHOCAT OANH pa3 kHomnkon ROUTER PASS.

1.11.17 — 12 ceHTa6pa 2026

JXypHan He KpuuuT 06 oxxuaaemom. HegoctynHas MalunHa (naHesnb xoanT Ha BASE n3 apyron cetu)
60/1blLEe He POHSAET B XXypHan aBaputo | [c6oin] ... ErrorActionPreference Stop : Invoke-
AbkRcloneCommand  rayLIMT UCKNKOYEHME W OTAAET KO BO3BPATa, Kak 1 obeLlaeT — OKHO XMBET Moy,
Stop , @ B PowerShell 7.4+ HeHyneBow Bbixog rclone nHave BcnabiBan B 06Wmin nepexsatymk. Tenepb
HeAO0CTYNHOCTb — OAHa NOHATHas cTpoka («BASE: He oTBeuaeT»), U He yalle pa3a B 15 MUHYT, a He
NPOCTbIHA OT rclone. Y6paHa noBTOpAOLLIAACA 3aMeTKa «MAET JOAbLUE MNATU CeKyHA, Xay». [na
ycTapeBLuero TpaHcnopTa (B | rclone.conf uyxasa bykBa Ancka, He HaxoanTca  known_hosts ) —

NMOHATHOE «TPaHCNOPT He cobpaH, HaxxmuTe RCLONE.CONF».

1.11.16 — 11 ceHTabpa 2026

MpoBepka cTPOK Ananoros CHOBa JIOBUT HenepeBeAE&HHoe. B npolwnoi Bepcumn camor npoBepke
AocCTanach Knaccuueckas owmbka PowerShell: | $matches[1] -match nepesanucbiBan
aBTOMaTMyeckyto | $matches , M OCTaTOK CTPOKM «MeTKa: 3HaUeHne» Tepanca - TecT nepecraBan
3ameyaTb HernepeBeAEHHYHO MONOBMHY M MOYa 3aCUnTbiBan e€. [pynnbl Tenepb COXPaHAIOTCA B

repemMeHHble JO Cieaytollero noucka. JobasneHa caMonpoBepka: Ha CUHTETUYECKON «MeTKa:
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0CTaTOK» C ABYMS 3aBeZlOMO HerepeBeAEHHbIMU NOAOBMHAaMM NpoBepKka obs3aHa BepHyTb obe. Halina

nepenposepka 1.11.15 (P3 B Tecte, npnao>xeHne He 3aTPOHYTO).

1.11.15 — 11 ceHTab6pa 2026

Awnanorn, cobpaHHble A0 NepeBoAa, A0UNTaHbI NO-aHIIMACKW. 3aroN0BOK «YAanuTb ...7»
NOACTaBAAN MMA B LWabNOH paHbLUe NepeBoa, M rotoBas cTpoka 6e3 {0} napbl He HaxoAWAa; TeNO
npeaynpexaeHns o npepbiBaHNM nepesaun cobmpanocb MHTEPNONALMNEN U HE NEPEBOANNOCH BOBCE.
Oba Tenepb NepeBoAATCA WABAOHOM C MOACTAaHOBKOW MOCAe, a He fo. [lobaBneHa napa Ans KHOMKM
MPOAOJIKNTD - oHa Toxe ocTtaBanack pycckoi. Test-Window Tenepb npoBepset n -CancelText ,
NOBUT MHTEPMONALMIO C KUPUAULLEN N PYCCKUIA WabnoH | —f , He 3aBEpHYTbIN B NepeBos. Hawna

nepenpoBepka peBbto (ocTaTok P3). Y6paH 3aaBoeHHbIN 3aronoBok 1.11.13 B XypHane.

1.11.14 — 11 ceHTa6pa 2026

CHATMe KNtoUa TYHHenA 6osblue He MoXKeT 06HyInTb pain n oTuntaTbea ycnexom. CueHapun
CHATUA WEén 6e3 set —e , u nocne cbosa ntobon Gannosor onepaynmn - GuabTPa, NOLMEHbI, MPaB - OH
BCE paBHO neyatan removed : nycton authorized_keys c knro4amMum gpyrux MaluH BbIrNa4en Kak
yAa4yHOe CHATUE, a Jep>KaTeNb HaBepXy CTUpPan COCTOAHMe. Tenepb CHATME YCTPOEHO KaK perncrpaums:
Konwua A0 NpaBKK, CBepKa YMcaa CTPOK A0 MOAMEHbI, a Ntobon cbon obpbiBaeT cLieHapuin 0 OoTBeTa -
dann Len, cocToaHe OCTaETca ANA MOBTOPHOW MoMbITKN. COHOMN UTEHMA 1 «KAroYa HeT» Ternepb pasHble

oTBeTbl. Hawno pesbro 17967bb (P1); cueHapuii sobasneH B Test-Beacon.

Avanorn okHa gouunTaHbl NO-aHIMMACKN. 3aroIOBKM, KHOMKM U cTpoku Tesa  Show-AbkDialog
OKHO MepeBoAnT y cebs, 1 ABa AecaTka Kyckos (MeTku CEMYAC, AN, MPUEMHIK, PABHSAEM u
ApYyrue, KHOMKW, 3aronoBkin) He umenn napsbl - English-okHo nokasbiBano mx no-pycckun. OctaTtok
CTPOKW «MeTKa: 3HaueHne» Tenepb TOXe NEPEBOANTCSH, HegocTatowme napbl gobasneHbl. Test-Window

NpoBepseT CTPOKM BCEX AMANOMOB, a He TONbKO Bbi30Bbl  Get—-AbkText .

1.11.13 — 11 ceHTabpa 2026

PykoBogcTBa pacckasbiBaloT NPo YUYETHYI0 3anucb TyHHens. Npo | tunnel 3Hanu Toabko SKILL.md
W XKypHan n3meHeHun, a kHonka ¢ 1.11.12 ymeeT oTBeTUTb, UTO Ha cepBepe eé HeT. Tenepb B 060mx
PYKOBOZACTBaX CKa3aHO, YTO 3TO 3a YYETHAA 3amnncb, NOYEMY K/IKOY TYHHENA XXMBET UMEHHO B HEW U rae

B3ATb €€ orpaHnyeHus.
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1.11.12 — 11 ceHTabpa 2026

Knrou REVERSE SSH TUN >u1BET B cBOeW y4&THOM 3anucu. PaHblue OH nponucbiBanca pabouyemy
nonb3osatento Ha MAIN VPS n SECOND VPS. Kntou TyHHens nexuT Ha MallnHe B Yy>KOW ceTu, 1
YKpPajeHHbI AoCTaBan J0 BCEro, YTO AOCTYMHO 3TOMY MO/b30BaTeNto: Ganno., rpynm, Cay>ebHbix
cokeToB. Tenepb y TYHHena cBoA y4éTHasa 3anuncb  tunnel - 6e3 060104kK, C 3a610KMPOBaHHBIM
naposieM 1 NycTbiM 4OMOM, F4e IEXUT TONbKO dann kntouen. YTo en paspeLleHo Ha CTOPOHeE cepBepa,
efeT obpasuom | Tunnel\RemoteDesktop\config\sshd-tunnel.sample.conf : 06paTHbIN Npobpoc

Ha MNeT/ie U HUYEro bonblie.

YuéTtHas 3anncb 3aBOANTCA Ha cepBepe pyKaMu, oAuH pas. [1oka e€ HeT, MOAbEM TYHHEeNA HUYEro He

NOPTUT U TOBOPUT CZIOBAMU, HETO HE XBaTaeT.

1.11.11 — 11 ceHTabpa 2026

AHIMCKOe OKHO: CTPOKM Koga. 24 cTpoku (25 BbI30BOB), KOTOPblE OKHO MepeBOANT BbI3OBOM | Get-—
AbkText npsmo B koge, He nmenv napbl 1 B EN nokasbiBasvce no-pycckin: o6bACHeHNA
noakntoueHns obnaka, npeaynpexaeHns SSH-KEYSCAN o cMeHe katoua XocTa, CTPOKU O TyHHene A0
poytepa BASE, uncno notokos. lNapbl 3aBefeHbl, a Tests\Test-Window.psl Ternepb NpoBepseT u

Takune autepanbl. Haxoaka N6 pesbto 2035941,

MHaukaTopbl o63aBegeHna B pyKOBOACTBaX. TabnuLbl rOBOPUAN «3e1€HbIN, Korga dann Ha mecte»,
a OKHO KpacuT XEnTbIM, MOKa Aeno He noatTsep>aeHo: R2 CREDS - noka R2 bucket He npounTtancs B
naHenn, SSH-KEYGEN n IMPORT KEYS - noka He npounTtanacb naHenb MawmuHbl nan VPS, SSH-
KEYSCAN n RCLONE.CONF - noka He npountanach yaanéHHasa naHens, AAPECA - noka malumHa He
oTBeTMNA Ha Npoby. B Tabavuax Tenepb ABa cTonbLa: KOr4a MHANKATOP FOPUT M MOCAE YErO OH

3enéHbIn. Haxoaka N7.

Test-Prompts Ha uncton konun. MNpomnTbl Ha3biBalOT | Start.exe , a ero cobmpatoT U3 NCXOAHNKOB
n B git He KnaayT, NO3TOMY Ha YMCTOW KOMWUW TecT nagan. Tenepb ana Start.exe AOCTaTOYHO

cbopwmka | Engine\Launcher\Build-StartExe.psl . Haxoaka N8.

1.11.10 — 11 ceHTabpa 2026

Maponb poyTepa - B TOM Nanke gaHHbIX, ¢ KOTOpou paboTtatoT okHO 1 Bpannep.  Check-
Router.psl w New-RouterPeer.psl npuHumanu -Root c 1.11.4, HO dyHKLUMN MOAyNA
RouterNdm.psml K/arO4Ya He NOaAyYasn: Napoib COXPAHAICA U UATANCA B Manke 13 ykasarend

config\profile. json waun cocegHen, gaxke Koraa OkHo Bbibpano gpyryto. Tenepb  —Root
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npoxoaut yepes  Save-RouterSecret , Get-RouterSecret w nepeHoc npexHero davna - us aTmx
cueHapwues, n3 Check-Routes.psl u un3 okHa (ROUTER PASS, uteHune nupos poytepa). Haxoaka N3
peBbto 2035941.

MNuaukatop SETUP — TOOLS — ROUTER PASS BMAUT coxpaHEéHHbIN naposib. OKHO 3Baso
BHYTPEHHIOI QYHKLIMIO MOZAYNA, KOTOPYHO TOT Hapy>y He OTAAET: BbI30B Nagan, NycTon  catch

OCTaB/IAN UHAMKATOP cepbIM. Tenepb Moaynb OoTAaéT Test-RouterSecretStored . Haxogka N4.

Tectbl. Tests\Test-Cli.psl : kaXAbli BbI30B GYHKLMKN, KOTOPas ULLET Nanky AaHHbIX, NepeaaeT | —
Root - B cLleHapusax, OOBbABUBLLMX 3TOT MapameTp, 1 B OKHe Ana GYHKLMI Napons poyTepa;

CUHTETMYECKNIA Mapob IOXNUTCA B Nanky 13 —Root u BUAEH MHAMKATOPY.

1.11.9 — 11 ceHTA6psa 2026

REVERSE SSH TUN 60/bLue He CHUMaeT K/Ilou cocepa. Pernctpaums v yaaneHne Karoda TyHHens Ha
MAIN VPS n SECOND VPS nckanu meTky | audion—beacon—<ums> noACTPOKOW: KIOY MalmvHbl | lab
yHOCWUA € cobon katod | lab2 , a npoBepka YMc/ia CTPOK 3TOro He 3aMevana. Tenepb CTpoOKa y3HaéTcs

no KOMMeHTapuio karoya uennkoM. Haxoaka N1 pesbro 2035941 (P1, owmnbka cTapLue 3TOro peBbio).

Knrou TyHHens orpaHnueH ceomm noprtom. Ha VPS katou nucancs kak | restrict, port-
forwarding,command="/bin/false" ,  port-forwarding pa3pewan| -L Kk nt0bbiM agpecam,
BuaMMbIM € VPS, n | —R | Ha ntobbix nopTtax. Tenepb B cTpoke cToAT  permitlisten n permitopen
nopTa 3TOro TyHHeNA. Y>Ke NponncaHHble KNKYM Noay4aT OrpaHNYeHns npu cnegyrolem nogbeéme:
TUNNEL — LOCAL — REVERSE SSH TUN — MOAHATb. NMpobpoc unix-COKETOB KNHOUYOM He 3aKpbITb -

370 | AllowStreamLocalForwarding B sshd camoro VPS. Haxogka N5 (P2).

MpoBepka naponsa karoua He BUCHeT. | Test—AbkKeyOpens | 3Ban | ssh—keygen -y | ¢ 3aKpbITbIM
BBOZOM, a Napob ssh-keygen cnpalumBaeT y KOHCOAN: Ha KArOYE C NapoaeM MPOBeEpPKa XAana, noka
npoLecc He CHUMYT, - Tak Bucen Test-Beacon. Tenepb nycror naponb nepesaétcsa asHo (—P "" ),

YUNTbIBAETCA KOJ, BbIXOAA, @ Ha NpoBepKy oTBedeHO 15 cekyHa. Haxogka N2 (P2).

Tectbl. Tests\Test-Beacon.psl : Napa c naposem pacno3Haércs bbictpee 10 cekyHa, HacTosLLme
CLieHapvv perncTpaLmm 1 CHATUA Katoda roHsroTcs B Git Bash Ha cuHTeTMUeckoMm daiinie ¢ knrouamum

lab wn| lab2 ; ctpoka kirO4a orpaHMyeHa CBOVM MOPTOM.

1.11.8 — 11 ceHTA6psa 2026

MocnepHwe npexxHme nmeHa. Setup-BaseVpn.psl Ha3biBan Mactep TyHHena Ao poytepa BASE

«ROUTER-BASE WG» B cripaBke, B LIaMNkKe 1 B COBETE «TyHHEeb NMOAHMMAETCA KHOMKOW...» - Tenepb
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WG BASE-ROUTER wn nytb TUNNEL — LOCAL — WG BASE-ROUTER. 3aronosok xypHana y R2 CREDS -
«R2 CREDS» BmecTo «KJ/TKOUYU R2». MNoaTBep>xaeHne F12 SYNC - ¥ 3aron0BOK €ro NporoHa 3Banu

KHoNKy npexxHuM «3EPKAJIO» - Tenepb «SYNC».

1.11.7 — 11 ceHTa6pa 2026

Bropoit npoxoa no cnoBam: gokymeHTbl. README, SKILL, USER_GUIDE RU 1 EN, PROMPT RU un EN,
CLAUDE n AGENTS, README poctyna K MalumMHamM roBopAat TeEMU XKe TepMUHaMK, YTO OKHO Y
cueHapwuu: golden copy, Export Keys, CLIENTS, ny6anuHbii 1 npmBaTHbIA katod, R2 bucket, jump host

ProxyJump, nHgukatop, rclone.conf, REVERSE SSH TUN.

[ okymeHTbI gorHanm okHo. Tabavua ob63aBeseHNA ONUCbIBAET HbIHELLHWE KHOMKK pasgenos SETUP
n SSH KEYS v 10, KOrga roput nHAMKaTOpP KaXkaoun; KHOMOK | KIIYN R2 v | CKIAL , rpynnbl
WHCTPYMEHTHI 1 wara «SETUP — 3AJAHWA: pganblue 3epkano camo, KaXkayro HOUb» B OKHe JaBHO HeT.
MpomnTbl 1 SKILL Ha3biBatOT y Kaxaoro wara pasgen. MawvHbl onvcaxbl B pasgene REMOTE, kHorka

npobbl -  PORT 22 TCP PING , MacTep TyHHensa - WG BASE-ROUTER .

WcnpaBrieHHble HETOUHOCTU. AHI/IMACKOE PYKOBOACTBO YTBEPXKAA/O, UTO OKHO HE NPOCUT Npas
aAMWHNCTPATOPA, - OHO NPOCUT Ux oauH pas. SKILL obellan, uTo Nnapoab 061aKoB NpuesxXaeT ¢
import-keys.cmd, a pykosogctsa - uto | rclone.conf egeT B Habope kntoyen. SKILL umncamn
500/udp 3a masukamu Ha SECOND VPS, y6paHHbiMm 09.09.2026. B PROMPT_EN war 5 nostopsacs
06pbIBKOM, @ ab3aL, 0 Masuke onucbiBan npexHuin WG-TyHHenb. PykoBoACTBa roBOpMAK, UTO B

clients  n1exaTt TO/NbKO I'Iy6J'II/Il-IHbIe KJIKO4WK, - TaM JiexkaT rnapbl.

Mopckaska SETUP — TOOLS — OBHOBWUTD ob6elana 3enéHbIN MHAMKATOP, «KOrAa BCe TpW Ha

MecTe», a OKHO NMPOBEPAET K/IMEHT TYHHENA U rclone ; Tenepb CKa3aHO Tak.

1.11.6 — 11 ceHTa6pa 2026

Bropoit npoxoa no cioBaM: CLLeHapun, UX cnpaBKa, Bpanmnepbl U TecTbl. CoobLLeHNs CLeHapueB,
cnpaBka Get-Help , CTPOKW rem BO Bparnmnepax 1 3aroJI0BKM TECTOB rOBOPAT TEMW XXe TepMUHaMW,
yTo okHO: Export Keys, golden copy, CLIENTS, ny6anuyHbin n npuBaTHbIN Karoy, R2 bucket, xocT,

Endpoint, SSHD. BHyTpeHHVEe KOMMeHTapun Koga 3TOT NPOX0Z He TPoraii.

Maponb obnakos.. Sync-CloudKeys 1| clouds—pull.cmd COBETOBaNM Ha HOBOW MalLMHe «CnepBa
import-keys.cmd», Ho EXPORT KEYS 1 IMPORT KEYS | Tunnel\clouds.key He nepeHocsT. Tenepb
CKa3aHO Kak ecTb: Gais Ka1ajyT B nanky AaHHbIx pykamu. Cnpaska Manage-Clouds v wanka

Clouds.psl 6onblue He yTBepXAatoT, uTo  rclone.conf efeT B Habope kntoyen.
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Manage-Clouds 6e3 rclone otnpasnsan k kHonke YCTAHOBWTb, koTopas ctaBut Tosnbko cloudflared;
Tenepb - kK SETUP — TOOLS — OBHOBUTb.

Crapoe nmsa nporpammbl. Export-AudionKeys, Import-AudionKeys, Sync-AudionBackup v Backup-
AudionArchives neyatanu B wanke «AUDION BUILD BACKUP»; tenepb «<AUDION SYNC TOOLS» n nms

KHOTKW.

XKypHan okHa kpacut BbiBog EXPORT KEYS 1 IMPORT KEYS no HoBbiM cnoBaMm: «not in Export Keys» n

«public key only» - npegynpexaeHviem, meTky | export : - npuraywéHHo.

1.11.5 — 11 ceHTa6pa 2026

BropoW npoxop, no cioBam okHa. [1oAckasky, NOANMCK NCTOYHMKOB, ANAN0OrM N COOBLLLEHNA OKHa
roBopATt TeMu >ke DevOps-TepMUHAMK, UTO U KHOMKW: MyOAMYHBIA 1 NpuBaTHbIA Katod, CLIENTS,
golden copy, Export Keys, R2 bucket, jump host n ProxyJump, niaukatop, rclone.conf, ny6anuHbie
ccbinkun. ictounnkm Hag naHenamm SSH KEYS 3oBytca GOLDEN COPY 1 EXPORT KEYS.

AHrnunckoe okHo 6o/ible He NOKa3biBaeT PyccKue nogckasku. Y 25 noackasok pasmMeTkm ny
kHonku F3 CCbIJTIKA He 6bin0 aHraninckon napel: Mapwpytel, SSHD, DNS, obnaka, mactep TyHHens Ao
poyTtepa BASE, RDP, ROUTER WEB, SOCKS, otmeTka no macke. Mapbl 3aBesieHbl, Kak 1 y MOACKa30K
ncroyHnkos LAPTOP n SECOND VPS, y 3aronoska ananora R2 CREDS wn y 3anyckos golden copy
obnakos. MNapsbl, pasoweatumecs ¢ Tekctom (SSHD, BASE, mappyTbl), gorHaHbl; 40 nap co ctapbimMu

CNOBaMW, KOTOPbIE HUKTO y>Ke He 3BaJ, ybpaHbl U3 cioBaps.

Mopckaska SSHD rosopuTt, uto dann knrouer ceepsietca ¢ CLIENTS - tak oH paboTaet ¢ 1.10.8.
Mopckaska C MAIN VPS 6onblie He obelaeT, YTO Ha HOBOMW MalunHe xBaTuT import-keys.cmd:

naposb obsnakos  Tunnel\clouds.key EXPORT KEYS He cobupaeT, ero nepeHocAT pykamu.

HoBbiii Tect. Tests\Test-Window.psl npoBepseT, YUTO y KaXA0N PyCcCKOW CTPOKM pa3MeTKM OKHa U

Ananora eCcTtb rnapa B cioBape.

1.11.4 — 11 ceHTabpa 2026

SSHD, NDMS API, AMATHOCTUKA n ROUTER WG PEER cHoBa 3anyckatorca us okHa. OkHO
nepesaer KaX4oMy Bpanrepy narky gaHHblX Kiro4om  —Root , a| Setup-SshServer.psl , Check-
Router.psl , | Check-Routes.psl ¥ | New—-RouterPeer.psl TakoOro napametpa He 3Haau v najganm
Ha npuesa3ske: «A parameter cannot be found that matches parameter name '‘Root'». Tenepb

npuHUMatoT; | SSHD nepesaét nanky v B OKHO C MpaBamMu agmMuHuctpatopa, ROUTER WG PEER 6epér
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13 Heé AaHHble. B | Setup-SshServer.psl nepemeHHas $Root HasbiBasa nanky cueHapuvs u

3aTépna 66l Nnapametp - SSHD mnckan 6bl CLIENTS He Tam; oHa nepevMeHoBaHa B $Here .

TecT cooTBeTCTBMA OKHa N KOHcoN. Tests\Test—Cli.psl cobupaeT knroum y Kaxaoro Bbi30Ba
CLieHapva B OKHe - ABHble, U3 MepeMeHHbIX, U3 Bpannepos 1 —Root - 1 ceepset c | param()

cueHapus; 3a04HO NpoBepseT, UTO  —Root He 3aTUPaEeTCa B Tese.

1.11.3 — 11 ceHTa6pa 2026

1.11.3 — 11 ceHTa6pa 2026

Paabl TUNNEL n REMOTE nomewatotca B CTPOKY. [10/11 KHOMOK no 60kaM - 6 px BMecTo 8,
npomexyTok Mexay rpynnamu - 10 px smecto 14. MNMpwu wupurHe okHa 1520 (3kpaH 1920 npwu

mMacwTabe 125%) oba psaga BCTarOT B O4HY CTPOKY; CI0BA Y MOAMUCK NPEXHMe.

1.11.2 — 11 ceHTab6pa 2026

NET n TOOLS. Mognuncun rpynn CETb 1 MHCTPYMEHTbBI ctaan NET u TOOLS - B psagy TUNNEL n B
SETUP: psag TUNNEL He nomewancs.

1.11.1 — 11 ceHTa6pa 2026

Mopnucuy rpynn - oguum cnosom. OTA MALLUWVHA ctana LOCAL : B pagax TUNNEL v SSH KEYS, Haa
darinoBbIMK NaHensiMu BMecTo «310T [MK» 1 B ananorax. YHEM OTKPbIBATb ctano  OTKPHITUE ,
OTKPbITb MATKY - MAMKA . B okHe wupunHon 1920 ANNHHbIE MOAMMCU POHSAAN KHOMKW Ha BTOPYHD

CTPOKY.

Paa REMOTE nepeHocut rpynnbi yeankom, kak TUNNEL n SSH KEYS: SOCKS 6onbLue He ye3xaet

OZVH NOZ POyTepbl.

1.11.0 — 11 ceHTA6psa 2026

KHonku 3oByTca DevOps-TepmuHamum, noa, KHonKamu noagnucu. VimeHa KHOMoOK - MMeHa
nporpamMm, KoMaHza v ¢annos, KoTopble 3a HUMK cToAT: | SSH-KEYGEN , SSH-COPY-ID , SSH-
KEYSCAN , | IMPORT KEYS ,| EXPORT KEYS , R2 CREDS , CLOUDFLARED |, RCLONE.CONF ,| PORT 22
TCP PING , ROUTER PASS , NDMS API , ROUTER WG PEER , RDP , | ROUTER WEB , SOCKS , SYNC
ALL , SYNC SELECTED , DRY RUN , RELEASE , PRIVATE BACKUP , F11 COPY -, F12 SYNC >,
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BISYNC < . [pynnbl - | AUTHORIZED_KEYS , EXTERNAL |, | MAPUPYT ; pa3gen | TRANSPORT | crtan

REMOTE . [loZ kHONKaMu - NOANUCh B ABE-TPWY CNOBa Ha fA3blKe OKHA, C HanpaB/JeHNeM: «KAKun —
Tunnel\Export», «<R2 — wecTtb Nnanok». KHoMku ctanu Ha 6 px BbIle; Y KHOMOK MalnH Hag GpanioBbiMu
naHenamu noanuce Het. Pag TUNNEL nepeHocuT rpynnbl uenavkom, kak SSH KEYS: B y3kom okHe
CETb n MHCTPYMEHTbI nayt nepsoi ctpokoin, 3TA MALLNHA BTOpO - Npexae cepeanHa psga

CKnaabiBanacb B CTONBUK MO KHOMKE B CTPOKe.

REVERSE SSH TUN. BbiBuinit SSH BEACON. B nognucy kHonku - VPS, yepes KOTOpbIv KaHan
AepXxurtca cenvac:  REVERSE SSH TUN - SECOND VPS wawn | - MAIN VPS . Bpannepbl Ha3BaHbl No
VPS: reverse-ssh-second-vps.cmd , reverse-ssh-main-vps.cmd , reverse-ssh-check.cmd |

reverse—-ssh—remove.cmd .

REMOVE TASK - ogHa kHonka. Ctapoe 3agaHue [NnaHnposLuka yaanaeT kHonka B SETUP, n BnaHa

OHa TONbKO Ha MaluvHe, rae 3agaHue octanock. KHonka OTMEHNTD B STORAGE y6paHa.

TecT OkHa NPOBEPAET, UTO Y Ka)K,D,OI‘/’I noanmcun noa KHOMKOW eCTb nepeBoys, TeCT TYHHeIA - UTO VPS B

noanncu onpeagendaeTtca no MMeHn XocTa.

1.10.8 — 11 ceHTa6pa 2026

SSHD He paét ¢ainy karouen orcratb. ann
C:\ProgramData\ssh\administrators_authorized_Kkeys paHbLle TONbKO A4OMMCIBAACA: KAHOY
MalLUVHbI, 3aMEHEHHbIV B CKJaje, OCTaBa/CA MPOMNUCaHHbIM, @ HOBbIV He noragan, noka KHOMKY He
HaxxvManu cHoBa. Tenepb | setup-ssh-server.cmd 3ameHseT CTPOKY MallUNHbI 13
Tunnel\SSH\clients , ecan B Hel Apyron KoY, AONUCbIBAET HEAOCTAOLLME NOJIOBUHbI U
cxnonbiBaeT NoBTopbl. CTPOKM MaLUWH, KOTOPbIX B CK/IaZe HET, OCTatOTCA M Ha3bIBAOTCA MO MOAMUCY:
NX NpUHOCKT  PA3IIATb KJIYM c coceaHux malumH. Mycton cknag danin He Tporaet. ®ann untaetcs n

nuwertcsa kak UTF-8 6e3 BOM. lNMpoBepka — HOBbIN | Tests\Test-SshServerKeys.psl .

1.10.7 — 11 ceHTa6psa 2026

Maponb poytepa — B nanke gaHHbIX. Pabounin pann router_*.secret nexur B
Tunnel\RemoteDesktop\config nanku faHHbIX, @ HE PAAOM CO CLEHAPUAMM B MPOrpamMMe: 3To
CeKpeT 3TOM MalUWHBbI, @ Nanka NPorpaMmbl ye3xaeT KOnuen Ha cocesHune MalmvHbl. KHonku | NDMS |,

POYTEP , KOHOUI w check-routes.cmd 6epyT ero ortyga. ®an ns nanku nporpammei
nepeHoOCUTCA NP NepBoM obpaLlLeHnm, eCin B AaHHbIX €ro eLé HeT. B pasnnumna mawmnHbl naponb

6o/blle He BXOAMUT.
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1.10.6 — 11 ceHTa6psa 2026

Fae Windows xpaHuT karoum mawmH. Mogckaska kHonku | SSHD |, pykosoacTto, SKILL.md v npomnTbl
Ha3sbiBatoT dawn: | C:\ProgramData\ssh\administrators_authorized_keys .Y yuétHol 3anuncu u3
rpynnbl agMuHuctpatopos sshd Ha Windows unTaeT katoum TobKO OTTYAa, a

.ssh\authorized_keys He cmoTpuT. [lporpamMma v paHblue nncana TyAa; TEKCTbl TOBOPUAN TONbKO

«authorized_keys».

1.10.5 — 11 ceHTA6psa 2026

Pe3epB 3abupaet mawmHa. lNoackaska kHonky | CHATb PACMUCAHUE ' wn SKILL.md roBopuau, uto
MAIN VPS cam npuxoauT 3a AaHHbIMKW. OTO He Tak: HouHoW pe3epB MAIN VPS knagét B R2, a kaxgas
MallvHa 3abvpaeT ero cama — KHonkow  OBHOBUTb BCE uaw  sync-backup.cmd , kak HOyTEykK. K

mawrHam MAIN VPS He xoanTt, n BASE 3aecb He nckntoueHume.

1.10.4 — 11 ceHTa6pa 2026

Mankwu 3epkana 6e3 UMEH npoBagepoB. FOHUTbI, ckpunTbl 1 aokyMeHTbl MAIN VPS nexart B | MAIN
VPS Backup , nneun SECOND VPS — B | SECOND VPS Tunnel Config : Tak ux Ha3biBalOT obpa3seLl
config\mirror.sample.json u pykOBOACTBO. VIMA NnpoBanjepa B Ha3BaHWW Nankun yctapeBaeT npu
nepBOM Xe nepeesze. Ha MalivHe ¢ NpPeXXHUM NaaHOM 3epKasia nanky NnepenMeHOBbIBatOTCA BMeCTe C
3anucamn  folder B config\mirror.json , MHaye cnegytoliee o6HOBAEHVE HAYHET NX 3aHOBO

PAAOM CO CTapbIiMW.

1.10.3 — 10 ceHTA6pAa 2026

Tonbko MAIN VPS n SECOND VPS. Ha Bcex A3blkax 1 BO BCeX TEKCTaxX: B OKHe, C0Bape, rnojckaskax,
cueHapusx, obpasuax n gokymeHTtaummn. OnvcaTtesibHble Ha3BaHWA 3aMeHeHbl MMeHaMu. KHonku v
nognucu: mapLupyTbl  SSH MAIN VPS w | SSH MAIN VPS CF , UCTOYHMK MAIN VPS , moANvcY naHenen
BASE - MAIN VPS |n|BASE - MAIN VPS CF |, B pa3gene CLOUDS —  YEPE3 MAIN VPS || HA MAIN
VPS wn| C MAIN VPS |

MapuwpyTbl. Bbibop nyTy K MalLvHe Be3ae Ha3blBaeTCs MapLUPyTOM: MOAMMCK, MOACKA3KW, XYpPHan

OKHa, | check-routes.cmd u gokymeHTauus.

Y poytepoB — WG-cepBep n WG-KANEHT. [JpyrvMun c1oBamun poyTepbl B TEKCTAX HE OMUCHIBAOTCA.
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Masauok Besge SSH BEACON. Octatky NpexxHero MMeHn B onmMcaHum Bpannepos | ssh—-beacon-* wu

B KOMMEHTapuAX 3aMeEHEHbI.

TepMUHbI 3aMeHeHbl B 59 darinax nporpaMmbl U AokyMeHTaumu. CTapble 3anmncy XypHana He

nepenncaHbl: 3TO UCTOPUA.

1.10.2 — 10 ceHTAb6pa 2026

TyHHensa «\WG SECOND VPS» Het u B Tekctax. WG-TyHHe/Ib MalLVHbI O BTOPOro cepBepa ybpaH n3
nporpaMmbl 09.09.2026, HO XBOCTbI OT HEFO OCTa/NUCh, a 06e3nnUmMBaHNe Aano UM HoBoe M — «WG
SECOND VPS». Tenepb yLan: ynoMMHaHWe 3TOro TYHHENs B NoAcka3ke KHOMKKW yctaHoBku WireGuard,
noackaska naHenn WORK o6 agpece B TyHHene, nogckaskm «ao LAPTOP — Tonbko Touka cbopa» (K
nanTony nsganeka He xoaaT), 30 nepeBoAOB yAaNEHHOrO MacTepa M cTapbiX MOACKAa30K,
HencnoJib3yemMas NpoBepka >XMBOCTW 3TOrO TYHHeNs, OTceB agpecoB 10.13.* B MacTepe TyHHens 40

poyTepa 1 NOSICHEHME «TYHHENb W eCTb JOPOra» B 3arOoTOBKE TpaHCMNopTa.

MpaBuno 6paHamayspa 6e3 noraweHHOW nogceTn.  setup-ssh-server.cmd 60sbLIe He NyckaeT K
nopty 22 noacetb 10.13.0.0/24 . [MpaBnao nepeco3gaérca Npu KaxkaoM 3anycke, N03TOMY Ha

MaLUMHe OHO OBHOBUTCA NPU CNEAYHOLLEN HAaCcTPOMKe npréma dhannos.

check-routes.cmd npoBepsAeT eAMHCTBEHHbIA TYHHE/b MalluHbI. Pasgen TyHHenen nckan
cny>x6bl  home u | laptop , n Tonbko y WireGuard. Tenepb 310 oanH TyHHenb — WG BASE-ROUTER —
nog ntobbim 13 ero nméH ( router—-base-wg , base , home ), y WireGuard n y AmneziaWG, a
pyKonoxaTue CnpalLMBaeTCa y TOro KAMEHTa, KOTOPbI OTBETUT. [Moackaska KHOMKW | IMAFHOCTUKA w

SKILL.md roBopAT o Tom Xe.

1.10.1 — 10 ceHTA6psa 2026

MNosTopHas nposepka 1.10.0 noaTBEpPAMAA NCNPABAEHME YETbIPEX PErPecCUi U Halna eweé NaTb MeCT;

BCe nNoaTBEPAUNNNCE N NCMNPaBJIEHbI.

Kntou SSH BEACON — 6e3 napons n nog PowerShell 7. CueHapuii masiuka co3zaBan K04 CBOUM
Bbl30BOM | ssh—keygen -N '""'  a Bpannepbl NpeAnoynTaloT pwsh : Tam JBe KaBblUKW CTaHOBATCA
naponem. Kitou co3gaBanca ¢ KOAOM HOJb, U Aep>aTenb ¢ | BatchMode He mor ero otkpbiTh. Tenepb
napbl Kao4ven co3gaét ogHa GyHkuma — | New—AbkKeyPair B HOBOM | Engine\KeyPair.psl , eé
30BYT M OKHO, 1 MasvoOK, — 1 Mapa nposepsAeTca cpasy. Ecam Koy Maauka yxe 3akpbIT naponem,

yCTaHOBKa roBoput 06 3TOM 1 OCTaHaB/MBAETCA: KJHOUU npaBuUT Baajenew,.
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CHATUE M OCMOTP Masuka — Ha ero cepsepe. Oba wan Ha naeum no ymonuyaHuto, Kk MAIN VPS.
Masuok, 3aBegéHHbIn Yepe3 SECOND VPS, cHuMancs «ycnewHo»: Tam ero katoya He 6b11o, cepBep
oTBeyan «ok», a knroy octaBancs Ha SECOND VPS. Tenepb nieun 6epyTcs U3 COCTOAHMA, COCTOAHME
MOMHWT, FA4e KN4 NPOMUChIBANCA, KaXA0e Nieyo crpallnBaeTca OTAE/NbHO, U «Kto4Ya He 6bi10» ¢
APYroro cepsepa ycrexom He cuntaeTca. He oTBETU/I0 MECTO perncrpaLlmm — CHATUE 3aBepLuaeTca

OWNBKOM 1 OCTaBAAET COCTOSHME A1 MOBTOpPA.

Mopt SECOND VPS pgoxoaunt go noagkaoueHna. Macrep | AIPECA  3anucbiBan NOpT, HO pe3oasep
ero He oTAaBa: KAMEHT TyHHena nucan 6aok 6e3 Port , npoba okHa 1 check-routes  CTyyYanucb Ha
22, dannbl 1 pabounii cTon yepes BTopou cepBep Wwam 6e3 —p . Tenepb NOPT y BCEX, M NEPEHOC U3

~\.ssh\config 3abupaeT ero Toxe.

MmeHa BTOporo cepeepa — B mactepe | AIPECA . [og Tabanuen Tpu nons: MMa xocTa B

~\.ssh\config , nmsa nosepx cloudflared n nmsa karoua. VimeHa c npobenammn 1 3HaKaMu He MULLYTCA.

Include B ssh config. [MpoBepka nMeHn nckana cTpoky  Host TONBKO B OCHOBHOM ¢aiine, n cbopka
KHOMKOW = TPAHCMOPT | 3aMeHsna pabounin pasgen BTOPOro cepBepa MeTKOW, eC/IN XOCT ONncaH BO
BKNHOUEHHOM daline. Tenepb pa3bop packpbiBaeT  Include , npoBepka cnpawmBaeT u cam ssh -G,
[iBa VIMEHW NMpOBepsAtOTCA OTAE/bHO, a MeTKa, KOTOPOW HEYEM 3aMoJIHUTLCS, He 3aTupaeT pabouyto

CTPOKY: CTPOKa BepPETCA N3 NPEXHEro TPAHCMOPTa, U OKHO FOBOPUT, UTO OCTaB/EHO.

Touxka SSH BEACON — T1o/1bKO cBOM KaHan. VIHavkaTop 3acumntbiBan At06oi ssh ¢ Tem ke Homepom
nopta. Tenepb kKaHan — 3TO Ssh, 3anyLLeHHbIV gepXaTesieM 3TOWN MaLUWUHBbI, C €€ KIHOUYOM U €€ MOPTOM,

NPOXWBLUMA JOAbLUE ABAALATU CEKYHJ, MONOXE — «MOAHUMAETCA».

MpoBepku: HOBbIV  Test-Beacon — napa 6e3 naposs U pacno3HaBaHWe 3anaposIeHHON, OCTaHOBKa
KaHana, BbIOOP njeuy, peLleHre O CHATUK, CBOW MHAMKaTop;  Test-Targets — Include, nopt, nmeHa;

Test-Transport — paboune CTPOKM NepexxnBatoT nepecbopky.

1.10.0 — 10 ceHTA6pAa 2026

BropoW cepBep nepeHocuTcA caM. MaluvHa, HacTpOeHHas 40 3anuch | second , A€P>XKUT BTOPOW
cepBep Tonbko B ~\.ssh\config — Tak ero nponucbiBan KAMeHT TyHHens. 1.9.0 Takyto MallnHy He
y3HaBan: oTAaBan obpa3LoBble MMeHa, 1 NepBas xe cbopka KkHonkow | TPAHCIOPT | yBoauna naHenb
BTOPOro cepBepa Ha XOCT | second—vps , KOTOPOro HET HUrAe, C OTYETOM «CcobpaH». Tenepb OKHO Mpu
3anycke HaxoAUT BTOPOW cepBep B 610Ke KNNEHTA TYHHENS — XOCT, KOTOPbIV He FNaBHbIN, 1 ero
BapuaHT nosepx cloudflared psgom — n nepeHocnT 3anuck B targets. json . MawwnHe 6e3 BTOporo

cepBepa 3aBOAUTCA NycTas 3anucb U3 obpasua. Mactep | TPAHCINOPT noacTaBaseT MMa BTOPOro
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cepBepa, TOJIbKO ecan OHO onucaHo B | ~\.ssh\config , a MHaue ocTaBaseT MeTKy He3anoJHEHHOW U

roBOpPUT, UTO CaenaThb.

Aapec BToporo cepBepa — kHonkoi A[IPECA . Ctpoka | SECOND VPS ctouT B Tabaunue psgom
MalwmnHamu 1 nuweT B | targets.json none | host . [Nocne 3anncn okHO cBepaeTca C
~\.ssh\config : UMeHW HeT — 30BET | YCTAHOBUTb | B pa3gene  TUNNEL , aszpec Apyrov — roBopwrT,

rae ero nonpaBnThb.

KHonka SSH BEACON . O6paTHbI npobpoc ssh — ocHOBHOWM cnocob no3BaTb MalUMHY CHapy>Xu —
XKW TONBbKO B KOHCOAW. KHOMKa B pagy «3Ta MalwuHa» pasgena TUNNEL  MOAHWMMAaeT ero yepes
SECOND VPS nau Tonbko yepe3 MAIN VPS, ocmaTpmBaeT 1 CHUMAET; KaxXAo0e AeNCTBUE — MPEXHUNA
Bpannep ssh-beacon-*.cmd . Touka ropuT 3en€HbIM, NOKa ssh aep>uT Npobpoc. B TekcTax cueHapus
npobpoc cHoBa 30BETCA  SSH BEACON , Kak KHOMKa v Bpannepbl:  SSH SERVER  OCTanoCb UMEHEM

Jile]ololy7

CHATue Mmasuka 6onblue He octaBasert ssh. B PowerShell 5.1 eanHcTBEHHBIN fep>kaTens kaHana
npuxoama n3 GyHKUNN OAMHOYHOM 3anucbto 6e3 Count , M MpoBepka npornyckana Nouck ero ssh:
Aep>kaTenb ocTaHaBAMBaCA, ssh npogokan gepkaTb MOPT Ha CEPBEpPE, a CLLEEHAPUN OTUNTbIBACA
«KaHan onyuieH». Tenepb CNMCOK Aep>kaTesieil BCcerga MacCuB, CHATUE XAET yXo4a U fepKaTenem, u nux
ssh, a oTka3 octaHOBUTb ssh genaeT cHATME OWMOKOW. YCTaHOBKA He MOAHMMAET BTOPOro Aep>KaTens

PAAOM C HE OCTaHOBUBLLUMMCA MPEXHUM.

MpoBepku roBopAaT npaBay. Test-Cli cpaBHMBaN NOAHbLINM NyTb Bpannepa ¢ mackon  *\Tools\* ,
a NpoekT sieXknT B E: \TOOLS : oTCenBannCb BCe Bpanrmepbl, N CTPOKa «Yy KaXXAO0ro Bpanrepa ecTb
KHOMKa» ropesia 3e/1€HbIM, He NMPOBEPWB HW OAHOrO. [1yTb Tenepb OTHOCUTENbHBIN, YUNCIO
NPOBEPEHHbIX NeyaTaeTcs, a CBepKa 3HaeT, YTO OKHO 30BET CLieHapun 1 Hanpamyro. Test-Targets
6pan pabounin targets.json , KOTOPOroO B MCXOAHMKAX HET, N Ha YACTOW KOMWUW Majan nepsBown
CTPOKOW; Tenepb OH CTPOUTCA 13 obpasLia 1 NPoBepAeT NepeHOC BTOPOro cepBepa Ha CUHTETUYECKOM

ssh config.

AoxkymeHTtbl. README onucbiBaeT npoduab MallnHbl Kak OH €CTb — 3TO caMa nanka AaHHbIX — U
6osbLe He 30BET k wary | SCHEDULE : 3agaHuin nporpamma He 3aBoamT. SKILL.md n pykoBogacTBa
bonblue He onncbiBatoT WG-Manuok 1 ero katou, a nogckaska KHonku | OTMEHUTb  He ccblnaeTcs Ha

MCYE3HYBLLYO KHOMKY.

1.9.0 — 10 ceHTA6pA 2026

BTopow cepBep — 13 targets.json . Agpec Toukm cbopa, nmeHa eé xoctoB B | ~\.ssh\config |,

KJIOY M YYETHasA 3anucb 6onblue He 3awnTbl B koge. OKHO, KAMEHT TyHHeNs, pabouni cton, Gannbl,
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npoBsepKa AOPOr, MasK N UMMNOPT katouen 6epyT nx n3 3anmcn  second B targets.json — uepes
obwuii | Engine\Targets.psl . B obpasue cTOAT HenTpanbHble | second-vps |, second-vps—cf ¥
second_vps_ed25519 , agpeca HeT: 6e3 Hero Touka He NPobyeTcs, a KAMEHT TyHHend ocTaBaseT

NPEeXHIor 3anmcb BToporo cepsepa B ~\.ssh\config kak 6blna n roBoput 06 3TOM.

Paspenbl TpaHcnoprta second M second—cf . B 3arotoBke OHV CMEHUAN NPEXHME NMEHa, a UMeHa
XOCTOB nogcTasaseT Mactep  TPAHCMOPT . Ha mMaluvHe, rae TpaHCNopT cObpaH NpexHen Bepcunen,

naHesb BTOPOro cepBepa OXMBET Nocae NOBTOPHOM cOopkm KHomnkou | TPAHCHOPT .

Cepsepbl B Tekctax — MAIN VPS n SECOND VPS. MNognucn, noackaskn 1 JOKyMeHTbl 6onblue He
Ha3bIBaOT MPOBaNAEPOB, FOPOJ 1 CTPaHy BTOPOro cepsepa. /13 noAckasku KAMeHTa TyHHeNs yLén

naeHtndukatop tyHHens Cloudflare.

MnaH 3epkana y KaXkaoro cBon. config\mirror.json Bbiwen 13 Uctopun, B COOPKy eget
config\mirror.sample. json : 3epkano 6epér obpaseL, noka cBoero cnucka HeT. Cam niaH ctan
pa3iMumMem MallMHbl — OH CK/IaZblBAaeTCs B ManKy AaHHbIX Y BO3BPALLAETCA OTTYAa B CBEXYH

pacnakoBky.

Mecrta n agpeca — TOXKe U3 AaHHbIX. TeKCTbl 30BYT MecTa No MawnHam — BASE n HOME, a He
6bITOBBIMUM cnoBamMu. [pamble 06€pTkM pabouero ctona  connect—*-lan.cmd , npoBepka AOPOr U
MacTep TyHHensa 40 poyTepa bepyT agpeca cTauMoHapa 1 poytepa 13 targets.json , a He 13 KOAQ;
yMO/luaHue ceTen TyHHena — oAHa  192.168.1.0/24 , ceon xmByT B routes. txt . MNoackaskn ansa
MallWH rnapka nepeexany U3 nporpamMmsbl B narky AaHHbix. install-wireguard.cmd cHoBa
paboTaeT: OH 3Bas CLEeHapuii, KOTOPOro yxe He 6b110. README yaanéHHoro foctyna onmncbiBaeT To,

YTO eCTb Ccenvac, n NPAMO roBOPUT, UTo paboumii cton no RDP elwé He npoBepsacs.

MNpoBepku: Test-Targets — BTOpoOW cepBep B 0bpa3Lie 3aBeséH 6e3 agpeca 1 C HENTPaNbHbIMU
nMeHamy; | Test-Transport — pasgensl| second 1| second-cf cobupatorcs; | Test-Machine —

pa3nw-||/|l7| MallNHbI LWWeCTb.

1.8.0 — 10 ceHTA6pA 2026

HactpoWkn okHa — cHOBa yacTb nporpammbl. config\gui-settings.json — Tema, A3bIK,
TepPMUHaN, KOpPeHb apxmBa, Napbl  CUHXPO , BbIbpaHHbIE JOPOrN — YUCAUACA CPEAMU Pa3NNYnIA
MaLUMHbI: OKHO MOC/ae KaXA0W 3anncy KOMMPOBAo ero B Nanky AaHHbIX 1 BO3BPaLLano oTTysa B
CBEXYHO pacnakoBky. Tenepb Gain XMBET TONbKO B Nanke nporpammbl. C60pka, pacnakoBaHHas 6e3

Hero, BCTA&T C HaCTPOMKaMM MO YMONYAHUIO.

MyTb K Nanke AaHHbIX B HacTpoilikax 6osble He nuwertcs. MNone  DataRoot  NOBTOPA/IO yKasaTenb

config\profile. json , n OKHO e€ro TONbKO 3annCbiBano: NyTb K AaHHbIM BepETcs 13 yKkasatensa uim
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13 nomncka pagom ¢ nporpammoit. Konmsa yctapesana npy NepBoM e nepeHoce — B KOMMAeKTe
HOyTOyka oHa nokasbiBasa E:\TOOLS\Audion Backup , KorAa nanka AaBHO 3Banacb  Audion

Backup Laptop .Y nyTv K AaHHbIM TeMnepb OANH XO35UH.

Tests\Test-Machine.psl npoBepseT 06e CTOPOHbI: Pa3ANYMI MaLLVHbI NATb, HACTPOWKM OKHa B
AaHHblE HE YXOAAT, @ KOMWA OT MPEXXHUX BEPCUA, OCTaBLLAACA B AaHHbIX, B MPOrpamMmmy He

BO3BpalLlaeTca.

1.7.0 — 8 ceHTAbpa 2026

Mporpamma nepenmeHoBaHa: Audion Sync Tools . [1pexHee MMs ONUCbIBasO TO, YEM OHa
HauymHanacb, — cHUMOK Build-cTteka. Cenyac 310 AByXNaHeNbHbI AMCMEeTYEP BCErO XO3AMCTBA:
MaLUWHBbI, POyTepbl, CepBepbl, KOP3MHbI R2, obnaka, TepMUHanbl, TyHHeNW, Npobpockl, 3epkana; 63kan
— OZlHa 13 aecaTn ero pabot. ma BcTaért B cembto | Disk Tools , DevOps Tools , Get Tools , u

ob6a cn10Ba NOHATHLI 6e3 NnepeBoja.

MNanka Tenepb | E:\TOOLS\Audion Sync Tools , 3HaK — «S» M3 ABYX BCTPEUHbIX CTPEIOK
( Assets\SyncTools.ico , wectb pa3amepos OT 16 go 256). BHyTpu nma 3aMeHeHO Be3je, BktoYasn

nyTX TPaHCMOpPTa; NPOBEPEHO Ae/IOM — MOC/Ee Nepeessa YNTAtOTCA U MaLLVHbI, 1 061aKo.

CBOW K/1IlOU NpUaoXKeHNA ana obnaka — cBoum geincrBmeM. | clouds-key.cmd  MeHseT
client_id u client_secret y 3aBeaéHHOro obnaka, He Tporas HW UMEHU, HXN NPOYMX HACTPOEK, a
clouds-reconnect.cmd o6HOBASET MPOMYCK — TOT, MO KOTOPOMY rclone xoanT BMeCTo yenoseka.

Mepeco3zaBatb 061aKO paan CMeHbI Katoya 60Jble He HY>XKHO; B OKHe 3TO KHOMKK | BOUTU 3AHOBO 1

neHta CLOUDS |

XBocT | client_id npoBepsieTca cpa3y: oH 0653aH KOHYaTbCA Ha | .apps.googleusercontent.com .
Ob6pe3zaHHbIV NpW BCTaBKe KJOY BbIFNAANUT Kak pabounii, Ho Google oTBeyaeT Ha HEro «KJINEHT He

Hal‘;lAeH», 7 pa36v1paTeanTBo 3aHMMaEeT YaC — Ternepb cu,eHale7l roBoput 06 3TOM A0 3anncun.

KonupoBaHue n nepeHoc cnpawmsaloTt nepeg agesnom. Ha csoém ancke 3t1o popManbHOCTb, a 34echb
Ha APYrom KOHLLe yy>as MallnHa, cepep nam obaako: Mpomax no KaaBumile CTOUT 4OPOro, a OTMEHUTb
HeueM. Tenepb F5 1 F6 nokasbiBatoT, UTo HepyT, OTKyAa M KyAa, CKONbKO OOBEKTOB 1 NepBble MMEHA;
ANA nepeHoca f06aBAAk0T, UTO B UCTOYHUKE X HE OCTAHETCS; eCNn B MPUEMHMKE eCTb COBMajaroLLmne
MMeHa — Ha3bIBaloT UX N MpeaynpexAatoT O nepesanncy; a korga oba KoHua — ogHo obnako,

roBOPAT, YUTO dar/ibl MEPENOXUT CaM NpOoBanAep, MUHYA 3Ty MaLLUUHY.

CnpalwmBaroT 1 ocTajibHble AeACTBUA, KOoTopble NULYT HapyXXy. CH1MOokK Build-cTeka B Kop3nHy —
C HaNOMWHaHMEM, YTO CTapble CHYMKM BbITECHAOTCS, U NMOACKa3Kon Npo KHoMky | MAH . ObHoBneHne

BCEX 3epKas — C HaMoOMMHaHMEM, YTO MeCTHas KOMusA paBHAETCA NO cepBepy. YAaneHue, 3epkano un
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CNMHXPOHM3aUNMA crnpawnBain N paHblle; NnepenMmeHoBaHNE N CO34aHMe Nankn cnpawnmBakoT MMA, Yero

[lOCTaTOYUHO.

Knroumn obnakoB nepexkusatot nepeycraHoBky Windows. DPAP| 3aneuatbiBaeT Ha 3TOro
nosib30BaTeNs 1 3Ty cuctemy: nepectasman Windows — 1 3aHOBO MpoOXoAmn BXoA BO Bce obnaka.
TokeHbl MpY 3TOM HW NPU YEM, OHU K MaLUMHE He NpUBA3aHbl — NPMUBA3aH TONbKO 3amMoK. [Toatomy
3TaNoH KOHbWra Tenepb KNagérca TyAa, rae HUUYero He nepeycraHaBamBaroT: | clouds—push.cmd
oTnpasAseT ero Ha cepsep B | ~/.audion/clouds.conf c npaBamu 600, a clouds—pull.cmd
3abupaet Ha Ntobyro MaLunHy. [Maponb OT KOHGWra Ha cepBep He ye3XaeT: OH IOXKUTCA B CKNAZA
K/JtOUer, B Manky AaHHblX, U nepeesxaeT KomniektoMm (| export-keys.cmd / import-keys.cmd ).
CepBep fep>XUT 3aMOK, CKag — KAKY OT HEro; NOPO3Hb HW TO, HU Apyroe He oTKpbiBaeTcs. [Mopasok

419 HOBOW MaLUMHBI: UMMNOPT Katoyer, NotoM | clouds—pull.cmd — M HX O4HOTO MOBTOPHOTO BXOAA.

Konua mexxay AByMA akkayHTaMu ogHoro obnaka uaér BHyTpu npoBaiiaepa. Korga ob6e CTOpOHbI
— oAuH 1 TOT Xe TN (aBa Google Drive, agBa Dropbox), okHO gobaBnser  ——server-side-across-

configs , U AaHHble BOObLLE He MPOXOAAT Yepe3 MallMHy: MpoBajep nepeknagbisaeT daniabl y cebs.
Mexzay pa3HbiMu obaakaMu Takoro NPOTOKO/a HeT, MO3TOMY daar CTaBUTCA TOIbKO Ha COBMaZatoLLuiA

TN — KOMaHA4a A0J1>)KHa YeCTHO OnuncbiBaTb TO, YTO l'lpOI/I30|7IAéT.

MeperoH mexxay pasHbiMu 06/1akaMy MOXKHO NOPYyUYUTb cepBepy. YEPE3 CEPBEP B pa3zene
CLOUDS (u clouds-send.cmd w3 KOHCONM) HePET NeBytO MaHeNb Kak NCTOYHMK, MPaByo Kak
NPUEMHMK M 3anyckaeT rclone Ha cepBepe: y Hero KaHan AaTta-LeHTpa, a He gomaliHui. Knoum yxoaat
TyZ,a@ NePeMEHHbIMM BHYTPU CLLeHapWs, KOTOPbIV BbINOAHAETCA Yepe3 | ssh .. bash -s , — Ha Anck
cepBepa He N0XNTCA HUYero, B CNrcKe NpoLLeccoB BugeH Toabko | bash . [posepeHo aenom: nocne

nporoHa ~/.config/rclone Ha cepBepe OCTa€Tca MyCTbIM.

MpoBepka obnakoB cunTaeT MeCTo U NoABOAUT UTor. clouds—check.cmd v kHonka | NMPOBEPUTb
Tenepb No Kaxzaomy o61aKy roBOpPAT He TONbKO «OTBEYAET», HO U CKOJIbKO TaM CBOBOAHO, a B KOHLEe

— CKO/IbKO cBOBOAHO Mo BCceM cpasy. [4e y obnaka KBOTbI HET Kak MOHATUSA, MECTO He MULLIETCA.

Macrep cnpawmBaeT cBOM K04 NpuaoXeHus. bes Hero rclone xoanT o6LWMM KNHOUOM — TEM XKe,
KakrMM XOAAT BCE ero no/sb30oBaTe/Iv: KBOTa OZHa Ha BCEX, CKOPOCTb HWXE, B Yac Nuk oTka3sbl. CBOWM
karou npmHumaroT Google Drive, Dropbox, OneDrive, Anaekc.Aunck, pCloud n Box; MEGA u Proton
Drive Takoro He atoT BOBCE, Y HUX BXOJ, IOTUHOM W naponem. leno fo06poBoAbHOE: NPOMNyCTUA

BOMNpPOC — paboTaeT 1 Ha obLem.

O6naka paboraloT Bcemu KHOMKaMK, a He TO/IbKO KONMMPOBaHUEM. rclone ymeeTt onucbiBaTb
remote nepeMeHHbIMN OKPY>KEHWS, U 3TO PeLUUIO 3aZady LLeNNKOM: KOHOUT y BCeX BbI3OBOB OCTa&TCH
O6bIYHbIA, MALUMHbI U KOP3WHbI Ha MecTe, a obnaka f06aBaArOTCA NoBepx. [TO3TOMY UM AOCTYMHO BCE

TO Xe, UTo U MawmHam, — F5, F6, F8, F2, F7, F11 «0bHOBUTb», F12 «3epkano», CUHXpPOHU3aLus,
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cBOBOAHOE MECTO NoA NaHesbo 1 OTMETKM Mo Macke. Camu onepaLmm npo obaaka HUYEro He 3HarT
M 3HaTb He AOXKHbI. Kntoum npu 3ToM He NonazaroT HU B KOMaHZHYO CTPOKY, HW BO BPEMEHHbIEe

baninbl: X BUAMT TONbKO rclone, 3anyLLeHHbIN oTCroaa.

MoaBunca pasgen CLOUDS. Obnaka CTOAT UCTOYHUKAMW HaZ NaHenaMun psagom ¢ mawmHamm: Google
Drive, Dropbox, OneDrive, Angekc.unck, pCloud, Box, MEGA, Proton Drive — kakue 3aBegéte. ®aiin
NaET n3 obnaka B 061aKo MAN Ha MaLLNHY OBbIYHBIM KOMMPOBaHMEM, TEMU Xe KHOMKaMK, YTO 1 BCE

OCTa/IbHOE; HMKAKOro 0coboro peXnma nepeHoca HeT.

Knroumn obnakoB nexkat oTaesibHO U 3almdppoBaHHbIMU. B 0b6uiem | rclone.conf MM He MecCTO:

TOT dalin OTKPLIT U €34UT MeXAY MalluMHaMKU B KOMMaeKkTe katouen. Obnaka KMBYT B CBOEM
config\rclone\clouds.conf , 3awmndpoBaHHOM camum rclone, a maposib OT Hero — B
clouds. key , 3anevataHHOM cpegcTtBammn Windows Ha 3TOro nosib3oBaTesia U 3Ty MalUUHYy:
nepeHecéHHbIN Gainn He oTkpoeTcs. [aposib HUrAe He NOKa3blBaeTCA M B KOMaHAHYH CTPOKY He

nonagaet — rclone nony4yaeT ero nepemMeHHoOM OKPY>KEHUS Ha BPeMs Bbl30OBa.

Bxopa B 0651aKko aenaet uenoBek, a He nporpamma. KHonka | NOAK/INYUTD | OTKpbIBaeT KOHCONb
rclone: rae y obnaka ectb OAuth — oTkpoeTtcsa 6pay3ep, rae HeT — rclone CNPoOCUT IOTUH W NapPOb
cam. [porpamma B 3TOM pa3roBOpe He y4acTBYeT, el JOCTaETCA TONbKO BblAaHHbIV KAOY gocTyna. U3
KOHCoAM TO Xe aenatoT Bpannepsbl: | clouds—add.cmd |, | clouds—remove.cmd , clouds—-check.cmd ,

clouds—-keys.cmd |, a clouds.cmd K noka3biBaeT CAUCOK.

OTmeTKM No macke. B Lwanke kaXxgon naHenn BcTana KHOMKa C BOPOHKOW: Macka Buaa | *.zip |,
2026-* , HECKONBbKO Yepes npobes, nycTas cTpoka CHMMaeT BCce 0TMeTKM. KHOMKM wanku 3a04HO

YMEHbLUEHbI Ha YeTBEPTb — OHU cny>|<e6Hb|e.

Pap HaBepxy pa3aenéH Ha Tpu 6n1oka. MYTb , PEHUMbI 1 MOTOKW cTOST B CBOMX pamKax: Ha
o6LLelr NOANOXKE pa3aenbl YUNTANUCh KaK OBObIUHbIE yrpaBastoLLMe KHOMKK. Baok nyTu nepeHocut

KHOMKW BHYTpU cebs, a He obpe3aeT X Ha Y3KOM OKHe.

Knonka [10M crtana LAN . OHa He TyHHe/Nb 1 He MallMHa, a cNocob MATM NO MeCcTHOMY aapecy 6e3

NOCPesHNKOB — 1 CNOBO 06 3TOM FOBOPUT MPSAMO.

Docka popor pasnoxxeHa no cronbuam. Y kaxzaou JOporv CBOW CTONBELL: O4Ha U Ta XXe gopora
CTOWT Y BCEX MaLLUVH Ha OAHOM MECTe, NycTas KJeTka 3HauWT, YTO TakoW AOPOrn y MaLLVHbI HeT.

PaHblue cTpoka pocaa cBOBOAHO, 1 NATas Aopora 3nTona obpesanacb KpaeM OKHa.

Mop naHenblo BUAHO, CKOJIbKO TaM OCTaZIoCb MecTa. Ha cepBepax 31O r1aBHOE UMC/IO: BAE3ET /M TO,
yTo cobmpaeLbcs knacTb. CUMTaeTCa AN OTKPBLITOM Nanku, a He AN MalWHbI LLEIMKOM — Y MaLUWHbI C
Avckamn C: M| S: umcna pasHble, M OAHO Ha ABOWX Bpano bbl. B KOpHe, rae CToUT CNMCOK AMCKOB,

He NULIeTCs HMYero: y Kaxxaoro cBoé. OteeT no ssh MAET cekyHAY-APYryro 1 notomy bepércs
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OTZAE/IbHbIM MPOLLEeCCOM 1 3aMOMMHAETCs Ha NATb MUHYT — OKHO He XAET. Y Kop3uH R2 mecTta He

rMoKa3blBaeM: TaM OHO He KOHYaeTCs, TaM CUET 3a XpaHnMoe.

Touku pgocrtyna ywam us ¢pannosbix naHenen. /IcTouHmK, 10 KOTOPOro cenyac He AoCTaTb, BCE
PaBHO BUAEH W OTKPbIBAETCA MOMbITKOW — OHa U CKaXeT NpaBay BepHee Npobbl, CHATON MUHYTY

Ha3ag,. ToukM OCTasnCh TaM, FA4e peLlaroT: y MallVH U pOyTepoB B PAAY TEPMUHANOB.

KHonku mawmH cobupatorca us ¢panna uyenei. Vix 66110 BoceMb, MO KHOMKE B pa3MeTKe Ha KaXAyto
MalLLVHy, 1 aeBaTas noTpeboBana Obl NpaBkM B TpéXx MecTax. Tenepb Habop 3agaéT | targets.json :
K04 C MPUCTaBKOW router— yxoAuT B rpynny poyTepoB, OCTajibHble — B rpynny MalluuH, MOPSA0K
kak B ¢anne. Noackaska HaZ KHOMKOW cobupaeTca oTTysa XXe — OnmncaHue Lenun, COBET Ha Cayyan
MOJIYaHWA, OroBopKa Npo Bxo4 no naposto. Mactep | ADPECA  ToXe nepecTtan Aep>XaTb CNUCOK MaLUnH

B cebe.

SECOND VPS nosBw/ica B naHensax. Touka cbopa OTKpbIBAETCA Kak OObIUHbIA MCTOYHUK — PAAOM C
MallUMHaMK 1N KOp3MHaMu, — 1 dalin Knasétcs Ha Heé nepeTackuBaHeM, Kak KyAa yrogHo ewwé. 3
AOMa fopora Ao Heé npsMas, 6e3 VPN; rae eé ssh pexyt, paboTaeT 3anacHas nosepx cloudflared.
YUéTHas 3anuncb 1 K1Y He nepenncaHbl B KOHOUT rclone: nms xocta second-vps y>e onvcaHo B

~\.ssh\config , otTyga ssh ux n 6epér.

Y ssh-masuka Tenepb gBa nneuva Ha Bbl6op. ssh-beacon-fast.cmd  NoAHWMaET ero yepes
SECOND VPS — oHa oTBeyaeT NpUMEPHO Ha COPOK MUAANCEKYHA BbiCTpee 1 U3 goMa JocTuxuMa 6e3
VPN, HO cTounT BHYTpWM cTpaHbl.  ssh-beacon-private.cmd — yepe3 MAIN VPS: gonblie crasurcs,
3aTO TPpaPuK He 3aXOAUT Ha y3es BHYTpW cTpaHbl. OcMOTp 1 cHATUE — | ssh-beacon-check.cmd

ssh—beacon—-remove.cmd .

Uncno notokoB 3agaéTca B OKHeE. rclone gennT oguH daiin Ha NOTOKM TONbKO HaumHas ¢ 256 MB, a
Ha LUMPOKOM KaHaie BbIMTPbIL 3aMeTeH KyJa paHblue: Ha ABYX rurabavtax 4o BASE oguH noTok gan
167 Mb/c, Bocemb — 180. MNopor onyLieH J0 WwecTHaauatTn MmerabanT, a UNCIO NOTOKOB BblbMpaeTcs
CNWHHEPOM B paay pexumos — 1, 2, 4, 8, 16, 32, N0 yMONYaHWUIO BOCEMb. 3HaYeHMe 3anOMUHaEeTCs

Mexay 3amnyckamu.

OKHO cTan0 HUXKe Ha 3TaXK. Pasbl pa3bexanncb No cmbicay. lopora n NOTOKM — HaCTPOWKK BCErO
OKHa, M OHW BCTaNu PAAOM C peXXMMaMu: caeBa NyTb, CNpaBa NOTOKN. TepMUHaNbI MaLLMH N POYTEPOB,
npobpockl pabouero ctona, Be6-MopAbl M NPOKCKY, BbIGOP NpOrpamMmbl TepMUHaNa — 3TO eXeAHeBHas
paborta, n oHa cobpanack B HoBoM pa3gene TRANSPORT. B TUNNEL octanock 10, 4em CBA3b yCTpOEHa:
KJVIEHT TYHHENS, MasiuokK, MapLUpPYTbl, KNKOUM poyTepa — Tam €€ CTaBAT W YMHAT, B TPAHCMOPTE ero

MONb3YHOTCA.
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SERVER MIRROR n R2 BACKUP cannunce B STORAGE. O6a paszaena npo 04HO U TO XXe — rae aexart
Konuu. Tenepb B NaHensix pasoM BUAHbI U HOYHbIE CHUMKW, U Narnka JaHHbIX, N KOP3WHbI  audion—
backup , | audion-releases , audion-share , u cam cepBep: daiin N3 KOP3uHbI Ha CepBEpP U

obpaTHO NAET 6e3 nepekntoueHns pasgena. KHonku 3anmBkm B R2 BCTanu B Ty XKe NEHTY, ClpaBa.

TyHHenn >KUBYT Ha TOM K/IMEHTe, KOTOPbI Ha MaluuHe yXke ecTb. Ha MawwnHax ctout Red Shield
VPN, a oH paboTaeT Ha AmneziaWG. [lpaiiBep B CUCTEME OAMH Ha BCEX, M 3aHABLUMIA NEPBbIM peLLaeT
3a OCTasbHbIX: Bepcns Amnezia ymeeT n 06¢dyckaumio, n obbluHbin WireGuard, 06bluHas — TONbKO
06bluHbIN. OTCloga U Habatoganock, Uto VPN He coeanHANCs, NoKa HallW TYHHeIM CTOS/IM Ha
KJ1aCCMYECKOM KneHTe. Tenepb TYHHENb CTaBUTCSA Ha TOM, UTO y>Ke YCTaHOBJ/IEHO: HE MOTOMY, UTO OH
Nydule, a ytobbl He oTbMpaTh y Yenoseka ero VPN. CBOW KJIMEHT NporpaMma He CTaBUT U Yy>KON He

Tporaer.

Mporpamma nepecrana nokasbiBaTb He6bIMLbI. COCTOSIHNE TYHHENA CNpaLInBaNoCh y | Wg.exe |, a
TyHHenn ctoaT Ha AmneziaWG — 1 06blYHOMY KAMEHTY OHUM He OTBeYatoT BoBCe: | wg show
interfaces BO3Bpallan nNycTtoty npu paboTatowem TyHHene. Tenepb OnpaLimMBatoTCa BCE KANEHTDI,

Kakne Ha MallnHe eCTb, 1 OTBETbl CKJ1a4blBakOTCA.

Yac, Ha KoTopbIi BCE 6b110 MepTBO. Bo3pacT pykonoxatusa cumtanca yepes | Get-Date -UFormat
%S , @ OH OTAAET MeCTHOE BPeMSA NOJA BUAOM BCEMUPHOTO. Pa3HnLa pOBHO Ha YaCOBOW MOAC: CBeXee

PYKOMO>XaTune nokKasbiBaaoCb WECTUYACOBbIM, U >XNBOWM TYHHENb BbIr1a4en MépTBbIM.

Appeca Ha3biBaeT TOT, KTO uxX pa3gaér. OKkHO Masiuka NoKa3biBaao 3aHATbIe agpeca 1 npeanarano
CcBOOOAHbIV, cUMTas UX MO CBOUM darinaM — Mo Lensm 1 No KoHPuram pagom. Beixoamna Bblgymka: B
CrMcKe 3HAaYNANCh afpeca, KOTOPbIX Ha cepBepe HEeT BOBCE, @ CBOHOAHBIM Ha3blBaACA JaBHO 3aHATbIN.
Tenepb OKHO cripalimBaeT TOUKy cbopa, a MacTep BbIMUCKM NMpa — PoyTep; MoaYaT — Tak 1 TOBOPUM,

BMECTO TOro Ytobbl NoACTaBUTL Aoraaky. MNone BBoAa agpeca yopaHO: ero Ha3HayaeT TOT, KTO pa3fgaérT.

CBOW KOH(MUr ULLLeTCA paHblue BbiNUcaHHbIX. CLueHapuii, He Hanas csoero, bpan caMbli CBEXUI U3
BbIMMCaHHbIX MAaCcTEPOM — Yel Bbl OH HM Bbin. Tak Ha ZOMALLHIOK MaLUVHY nonan KoHGUr pabouen: ¢
eé K/IF0YOM U eé aZipecoM, KOTOPbIN poyTep 3TOMY KAtOUy He paspeluaeT. [NakeTsl oTbpacbiBaanch

MOJ14a, Ha Nobom KJINEeHTE, N BbITNAA4E/I0 3TO KaK «MoAHAN N TULLNHAa».

Manka gaHHbIX 30BETCA NO MawuHe. Audion Backup Laptop , Audion Backup Work — mnms
BMAHO CHapy>XWu, N cnosi  Machines\<uma> BHyTpwu 6oAblue HeT: nanka caMa cebe npodunb. Mpodunb
NPEXHMX CXeM NOAHMMAETCA B KOPeHb Npu NePBOM Xe OTKpbITUK. [1py nepBOM 3anycke nanky
yKa3blBaeT YeNoBeK — B HeW KJIoun, agpeca U Napoib poyTepa, U CaanTbCA B HEE Mo gorajke

nporpamma He byzeT, faxke Korga narka psizoM ofHa.
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Knonka MOAHATb BCEM[A . KnveHT 3aBOAUT Cy>KOy € pyYHbIM 3anyCckoM, 1 A8 MaLlWHbI, KOTOpas
XOANT MO UY>KMM CETSAM, 3TO BEPHO: BKIKOUMA KOMMbIOTEP Ha paboTe — TyHHeNb He MeluaeT
TamowHeMy VPN, noka cam He NoHazo6uTca. Ho eCcTb MallvHbl, O KOTOPbIX PYKOW HE JOTAHYTbCA:
mMawmnHa HOME nepe3arpy3uiach, 1 CBS3U C HEN HET A0 caeayrowero npuesga. [ns HUx BTopoe
AeucTBME NogbEMA NepeBOAUT Cy>KOy Ha aBTo3anyck. ObbiuHOe MOAHATH BO3BpAaLLAET PyUHON —

PEXNM NepekNoYaeTCa TEM Xe Ha>kaTnewm, 6e3 cHATUSA TYHHENA.

Masuok 6epét nmsa y maliuvHbl, a aapec y cepBepa. B napametpax ctosno umsa  laptop v agpec

10.13.0.2 , a BTOPOM MallWHe noaaranock BnmcaTb CBOé pykamu. [1po 310 3abbiBanv: MaLLVHbI
BbIMUCbIBANNCh NOA OAHVUM MMEHEM 1 OTOUpanu Apyr y Apyra agpec, a nocae nepenmMeHoBaHnsa Ha
cepBepe ocTaBasCs NP NOA NPeXHUM. Tenepb UM 6epPETCA Yy MaLUUHbI, @ CBOW NUP Y3HAETCS NO
KUY 1N COXPaHAET NpexHee MecTo — KoY NMepexmnBaeT 1 nepeycTaHoBKY CUCTEMDbI, U1

nepemMmeHoOBaHME.

CHATUe nupa ybupaer ero uenmkom. /13 koHpu1ra cepepa Bblpe3asacb 0fHa CTPOKa C KN4YOM, a
[Peer] , uma n AllowedIPs ocTaBanucb nexatb. [up 6e3 kntoua He paboTtaeT, HO agpec AepXKUT —
N cnepyrowas yctaHoBKka bpana agpec ganblie. 3a napy «MoCTaBUA — CHAM» Masyok ye3xan ¢ .2 Ha

.5 ,aHa cepBepe KOnMnanmcb Orpbi3kn, KOTOPbIX HET B pa60Ta+0|_u,eM TYHHENE.

KnueHT 6epéTtca cBoen paspagHocTn. Red Shield knagét pagom c6opkmn nog amd64 n arm64, n
3anyckK Yy>kKou — He Tuxas owmbka: Windows nokasbiBaeT MoAanbHOe OKHO «HecooTBeTCcTBME TUNA
KOMMbOTEPa», KOTOPOE He MoMMaTb HW | try , H1 | catch . A cocTosiHMe onpalimMBaeTcs No TanMepy,

TaK 4YTO OKHO BCNbiBaao CHOBa M CHOBa NMoBeEPX pa6OTbI.

I/I|-|Be|-|'rapb nokKa3sbiBae€T MmaTpuuy. KTto KyZa Xo4AuT — Ta6n|/1u,e|71: KJKO4YK No CTpoKaM, MallnHbl No
CTOJ'I6LI,aM, B KJIETKE NAHOC, TOYKa Ui BONpPOC, eCaiv MallnHa HE OTBETW/IA. CTpO‘-IKaMVI yepes 3anaTyro

6b110 BUAHO, KTO FAe MPONMCaH, HO He BUAHO AbIp.

KHonku poyTepa cnpalwumBatroT, € KaKuM roBoputb. Poytep 6yaet He oamH: poyTtep BASE ectb,
HOME nossutca, WORK 3aBegértca nosxe. B cnncke nokasbiBaroTCA TONbKO Te, Y KOrO BAUCaH ajpec,

— MOKa poyTep O4MH, BOMNPOCa HET.

CTaBUT K/IMEHT To/IbKO KHormnka WIREGUARD , u oHa cnepBa cMOTpuUT. CLeHapui Masuka, He Hanas
WireGuard, TaHyn ero yepes winget cam — v NocTaBuA Ha MalUWHY, rae AaBHO ctosan AmneziaWG u
rfe OBbIUHbIV KIVEHT He HYXeH HU A4 yero. Tenepb KHOMKa roBOPUT, KaKOW KAMEHT eCTb 1 MoYemMy

BTOPOro He HYy>XHO, a CTaBUT, TONbKO €CNN HET HN O4HOTO.

Bpannepbl yexanu B Runs . KOpeHb nporpamMmmbl OHNCTUACA: TaM OCTaNNCb AOKYMEHTbI, Mankun v

Start.exe .
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Pap HacTpoiikm pa3sioxkeH no wupuHe. WATU | cnesa, WHCTPYMEHTH nocepeaviHe,  3AOAHUSA
cnpaBa — OAHOW CTPOKOW. [IByMsA MOAOCaMU PAJ, UNTANCA XYXKE: BEPXHAA >Kanacb K 1EBOMY Kpato,
HUXKHAS KOMOM K NpaBoOMYy, a cepeanHa nyctosana. ['pynna [MAPK onyctena paHblle — eé KHOMKK

yexanan B pasgen KArouen — u y6paHa BMecCTe C l-Ie[Z)TOI‘/J'I, KOTOpad ux pasaenana.

Mopanucn kHonok 6osblie He BbIrNAAAT 06pe3aHHbIMU. MHOroToume Ha KoHue — | TEPMUHAI... ,
ALPECA... , KOHOUI.. — 03Hayano «OTKPOET OKHO BblbOpa», a UNTaNOCh KakK TEKCT, KOTOPOMY He

XBaTWNO MecTa. YUTo KHOMKa COpOCnT, CKa3aHO B NoACKa3Ke: TaM 414 3TOro €CTb CTPOKa LLeJIMKOM.

Moanucb TepMuHana nepeBoauTtca Leamkom. OHa cobupaeTcs B KOAE, M Ha aHTIMIACKUIA YXOAUNO
TONbKO 3HaYeHMe Ha KOHLe: Bbixoauna cMecb — | TEPMUHATT: own . Tenepb nepeBOAUTCA BCA CTPOKA, U
npw cMeHe A3blka NOANNCb NepecoburpaeTca: 0b6xos AepeBa CTaBU BMECTO HEE UCXOAHOEe CNOBO U3

pa3MeTKu, Tepas BblIbpaHHYHO Nporpammy.

Pap, TyHHens ToXe B oaHy cTpoKy. | CETb  cnesa,  UHCTPYMEHTbH nocepeauvHe, | 3TA MAWWHA  cnpasa.
NHCTpyMeHTbI CTOAAN BTOPbIM PYCOM M YMTaANCh KaK OTAeNbHbIN pas. CepeanHa — NaHeb C
NnepeHoOCoOM: NPW WKpUHe OkHa NpuMepHO oT 1400 Touek BCE CTOUT B CTPOKY, @ €C/IV Cy3UTb CUNIbHEE,

KHOMKW YXOAAT BHW3, @ HE CPe3atoTCs MO Kpato.

A3biKk OKHa 6epéTca U3 HaCTpoeK € camoro Hauvana. B koze cTosno XEctkoe | en , 1 NpU Pycckom
OKHe MepeMeHHas fA3blka Tak ¥ OCTaBasacb aHIMNCKON: pa3MeTKy BO3BpaLLan 06xos AepeBa, a BCE,
YTO COBMpPaETCs KOLOM — MOAMMUCK U CTPOKM XYypHana, — LU0 Yepes CI0Bapb W BbIXOAWIO NO-

aHINMNCKN. Ha KHorMKe 3To Bbirnsaeno kak  TERMINAL: own |

CHATMe MasiuKa He NPOCUT NpaB., Korga CHUMMaTb Heuero. Cnyx6bl yxxe HeT — ocTaéTcs ybpatb Nup
Ha Touke cbopa, a 310 pasroBop no ssh. MpaBa 34ecb He NPOCTO NMLLHKE: MOBbILIEHHbIV NPOLIECC A0

cepBepa He AOLLEN, XOTA 13 0bbIYHOTO OKHa K/HOY pa60TaeT.

Otkas ssh Ha3biBaeT npnumnHy. CkasaHHOe B NOTOK OWNHOK BbIBpackiBasoCh, U OCTaBaNoCh
«npoBepb kntoy SECOND VPS» — ragai, npasa av Ha aine, Y4y>kol NN KoY, MOAYUT N cCepBep.
Tenepb NpuumHa neyataerca ciosamu:  connect to host ... port 22: Connection timed out

— BUAHO, YTO AeN10 B CETU, a HE B KNKOYe.

®oH ¢PaiinoBbiX NaHesnen nocsernen — 26 33 38 BMeCTO NOYTU YEPHOro. Pamku, neHTa, 6a0K

TepMUHaa 1 nogBana OCTaancCb NPeEXHNMN.

KHonka | DNS : KTO pa3peluaeT MMeHa U KOMY UX A0BepUTb. TaK BbIrAANT 06pbIB, KOTOPOro HeT:
aApeca NVHIYyoTCA, MapLUPYT Ha MeCTe, a HW OAMH CalT He OTKpbiBaeTcsa. Pasragka 0b6bI4HO OfHa - Ha
aZiantepax NponuncaH JI0KaabHbIN pe3osBep, a TOT He paboTaeT:  ControlD , | YogaDNS , | AdGuard ,

dnscrypt cTaBAT cebA Ha 127.0.0.1 1 pa3peLluatoT MMeHa camu, WWMPPOBAHHBIM KaHaNOM.
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KHonka cnepBa noka3sbiBaeT: Kakue agpeca CToAT Ha ajantepax, Yto npegnaraet poytep no DHCP (sto
NeXUT B peecTpe psAAOM C 3ajlaHHbIM BPYUYHYHO 1 HUKYZa He AeBaeTcs), KTO Aep>XXUT 53-11 nopT v KTo B
nTOre CNpallMBaeT Hapy>XXy - MOCAeAHee 3BEHO HaxoanTca vepes cyxebHoe nmsa Google, a obpartHas

3aMNnCb Ha3bIBaET X0O3sKHa: dns .google , | one.one.one.one , ysen nposaﬁp,epa.

MNoToM faéT BbibpaTh: OCTaBUTb KaK €CTb, BEPHYTbCA K pOoyTepy MAM Ha3BaTb nssectHoro - Cloudflare,
Google, Quad9, AHaekc, AdGuard. BbibpaHHOro cnepsa cnpaluvBatoT UMEHEM U MPOMUCHIBAKOT, TOJIbKO
€C/NN OH OTBETWA: MOTHALLMIA pe30aBep OCTaBWA Obl MalNHY 6€3 MMEH, N YUNHUTb NPULLAOCH bbl
BC/ienyto. Jlexkauyto cnyx6y nokasbHOro pesosiBepa KHoMKa NogHUMaeT caMa. Agantepbl TYHHeNen He

Tporaer.

Ta e KHoMnKa cMoTpuT cay>kby NlaSvc - Ty, UTo peLlaeT, ecTb N BbIXOZ HapPY>XXy, U pUCYET 3HAUOK B
Tpee. Koraa oHa NeXuT, BbIXOAWUT «MHTEPHET Kak bbl eCTb, HO»: canTbl OTKpbIBatoTcs, a Windows
nokasbiBaeT rnobyc, npodunb cetn BUCUT Ha | LocalNetwork , n 6paHamayap 6epét npodunb Hayrag,.

KHonka Bo3Bpalaet cnyxxbe aBTo3anyck - wratHoe ans Windows 3HaueHue - 1 NogHUMAaET eé.

MpuBaTHBLIN KAKOU 3aKpPbIT Be3ge, rae IeXXUT. 3alnanca Toabko Gann | . key |, a TOT Xe KoY
CTOWUT CTPOKOW | PrivateKey BHyTpu .conf - 1 KOHOUIM NMCannUCb C NpaBaMu, yHaceL0BaHHbIMU
oT MecTta. Ha | E:\TOOLS 3710 «lMonb3oBatenun» c uteHnem u «lpoLuesline NpoBepKy» C MU3MEHEHNEM:
coceA Mo cMcTemMe MOr MPOoYUTaTh KAKOY U MOAMEHUTL KOHOUT, a MogMeHa BCTynuaa 6bl B cuay npu

cnefyrowemM nogbeme TyHHe N .

Tenepb NpaBa CTaBUT ofHa nNpoueaypa - Engine\Secrets.psl . OHa 3akpbiBaeT Gpain nam katanor
B0 TPéx cybbekToB (BRagenel, aAMVHUCTPATOPbI, CUCTEMA) U MPOBepAeT pe3y/bTaT: CKa3aHHOe
«3aLLMLLLEeHO» JOMKHO OblTb NPOBEPEHHbIM. YCTAaHOBLLUMK Masyka 3aKpblBaeT CK1aj, KIOYen LIeSMKOM
npw KaXXAoMm 3arnycke - npaBa NpuesxaroT OT MeCTa, U Noc/e nepeessa nankn JaHHbIX CKAaj,
OTKpbIBaeTCsA 3aHOBO. MacTep TyHHens A0 poyTepa M BbiNMCKa NuUpa 3akpbiBatoT CBOU KOHOUI cpasy

nocjse 3anuncu.

Knrou | —AtBoot nepexxmuBaeT nogbEM npaB. B NoBbILEHHbIV NpOLECC NepesaBanncb UMs, agpec u
CHATME, HO He aBTO3amnyck: 3anyck U3 obbIYHON KOHcoAn ¢ —AtBoot npoxoawnn UAC 1 nonagan B
BETKY Py4HOro cTapTa. YesloBeK NPOCK «MOAHMMANCA NPU 3arpy3ke», a MallHa Nocae nepesarpysku

MOJ14ana.

OcmoTtp nepecran agsuratb dainbl. Kntou | -Check obeLlaer «ToNbKO MOCMOTPETb», a Ha ene
co34aBan KaTanoru 1 NepeHoCU CTapbiii KOHOUT B NanKy AaHHbIX, MOMYTHO NpaBsa emy npasa. Ecan
cnyxba xzgana darin no npexHemy nyTu, CleAyroLmi eé 3anyck MOr He COCToNTbCA. Tenepb nepeess u

CO3J4aHMe KaTanoroB - TOJIbKO KOrga Mbl npasda CTaBUM.
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DNS «cam poyTep» - Ka)xaoMy aganTtepy cBou. [1epBbli HANAEHHbIV LWAO3 Ha3Ha4aACca BCEM
agantepam pa3soMm. Mpu ogHoBpeMeHHbIx Ethernet n Wi-Fi n3 pa3Hbix ceTen oavH noayyan wnto3
YY>KOro CErMeHTa, a C OTK/IFOUYEHMEM TOTO NOAKIOYUEHMSA OCTaBanca n 6e3 nMméH. Tenepb agpec
6epétca no nHTepdency, Kaxabli LWAO3 NPOBEPAETCA OTAENbHO, U ajanTep 6e3 cBOero LWo3a He

TporaeTcd BoBCe.

I'IpOBepKa KOANPOBOK He CMOTPUT B ._runtime . Tam pacnakOBaHHbIE MHCTPYMEHTDI, pa60t-||/1e

Konuu n matepuanbl pazbopos - TpeboBaTb 0T HUX BOM n CRLF Heuero.

Masuok 6e3 TyHHens: o6paTHbI NPo6poc Ha 3apyb6eXkHbI cepBep. [TPexXHNN MasvOK NogHMManN
B cucteme agantep u cayxo6y WireGuard - 3abupan mappytsl, ctaBua csort DNS, cnopwun ¢
kynieHHbiM VPN 3a o6wmii gpaviBep 1 nagan npu 3arpyske, noka ceTb He rotoBa. HoBbI He aenaet
HWYEro 13 3Toro: MallMHa cama Aep>XUT OAHO UCXOAALLEE COeANHEHME U MPOCUT CEPBEP OTKPbITb Y
cebs nopr Ha localhost. Kto Bowén Ha cepBep - Yepe3 3TOT NOPT NonagaeT Ha MalvHy. Hu aganTtepa,

HW MapLIpyTOB, HW ApaliBepa.

OT0 BTOpas AoOpora PSAOM C NPeXHeK, a He BMecTo Heé: oba MafuKka CTaBATCA M CHUMAKOTCS Mo
otaenbHocTu. WireGuard gaét MalwmHy Leankom - 1robon nopt, Gainsbl, paboumnii ctos; npobpoc faét
ABajLaTb BTOPOM MOPT M BCE, UTO yMeeT vepe3 Hero ssh. 3ato npobpoc - 3to TCP, n OH NpoxoauT n3-

nog uy>xoro VPN n mobunbHoro oneparopa, rae UDP He Bo3Bpalyaetcs BOBce.

Mneun nepebupatoTcs camu: cnepBa NPSMON agpec cepBepa, Npy 06pbIBE - TOT Xe CepBep NOBepx
cloudflared. Beibop He cnpalwmnBaeTcs, MOTOMY UTO CETb MOJ HOraMW MEHSAETCA: TO, YTO He NMPOLLO
MWHYTY Ha3aZ, MOXeT OKa3aTbCA eANHCTBEHHbIM paboTarownm. | —Check MokasbiBaeT MOPAAOK Naey u
Kakoe AepXXWT KaHan cenyac, a fepxaTenb nuweT xypHan B Logs\ssh-beacon-<mawnHa>.log - oH

XUWBET B 3aja4e, 6e3 OkHa, 1 paHblle BCE CKazaHHOE YXOAMIO B MyCTOTY.

Kntou masiuka oTAenbHbIA OT MalWMHHOIO, Ha CepBepe NMPOMMCaH C orpaHMyeHnemM restrict,port-
forwarding,command="/bin/false" - o6onouky nm He nonyuntsb. MNpaeka | authorized_keys wnaér

C konuen danna n CBePKON YNCNa CTPOK: TaM XXMBYT 1 KJIOUM BlajenbLa.

Jopora MAGYOK B okHe. YeTBépTas KHOMKa nytu, mexay CF 1 SECOND VPS . OHa Bef€T Ha Ty Xe
MaLLUMHY, HO He 3aBMCUT OT TOTO, AOCTAHET IN A0 HEeé KTO-TO CHapy>XXW: KaHan Aep>XXUT oHa cama. Jna
MaLwwuHbl 3a Yy>kum NAT 370 eAMHCTBEHHas Aopora BoobLLe, MO3TOMYy aBTOMAT CTaBUT eé nepes

TOoukon cbopa.

CepBep nepecran agep>kaTb NOpT 3a MEPTBOM ceccueit. sshd 3ameuaeTt 0b6pbIB He cpasy, U
NPOBPOLLEHHbIN MOPT OCTAETCA 3aHATbIM - HOBOE COefMHEeHMe nosydaeT remote port forwarding

failed , Masg4oK He NOAHMMAETCS. BblneueHo ¢ ABYyX KOHLIOB: Ha CepBepPe BK/IOYEHbI
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ClientAliveInterval 30 u|ClientAliveCountMax 3 , a gep>kaTenb, yBUAEB 3aHATbIN NOPT, XAET

MWHYTY BMECTO TOrO, UTO6bI 40NOUTBCA.

Masuok 6osblIe He YHOCUT € cepBepa UYy>Xou nup. biok cHocuaca npy coBnageHnmn aoboro ns
TPEX NPU3HaKOB - KN4, UMEHU UK agpeca. Knrou - 3To IMYHOCTb NUpa, @ UMA U agpec MoryT
npuvHagaexaTb ApYron MallivHe: ABHbIN —Address , COBNaBLUMI C YyXXMM NMUPOM, MOYa YAaNAN ero C
cepBepa. Tenepb CBOW 610K MLLETCSA MO KAHOUY, @ COBMNAaZEHNE UMEHN AN aZpeca MPU Yy>KOM KaroYe -
KOHQAWNKT: yCTaHOBKa OCTaHaB/IMBAETCS U FOBOPUT, Ub€ MECTO 3aHATO. HacTOATb MOXHO KNHOUOM | —

Force | - Torga nepebusarownin 610K yXoAUT OCO3HAHHO, a He YKPaAKOMW.

Appec n 3anucb Nupa - oAHa TPaH3aKLMA Noj 3aMKoM cepBepa. [pexae 310 6bn ABa pasroBopa:
cnepBa «Kakown agpec cBO6OAEH», MOTOM «3anuLn MeHa». Mexay HUMK NoMeLLancs BTOPOn
YCTaHOBLUMK - 06a Noayyanu OAnH 1 TOT Xe ajgpec, U BTOPOU 3aTupan nepeoro. Tenepb BbI6Op 1
3anuncb NAyT oAHOM KomaHaonm nog flock , a BpemeHHble dpaninbl yHUKanbHbL: 0bwme | /tmp/wg2. new

n /tmp/wg2.strip TOXE CTaNKMBaAUCh NPU OL4HOBPEMEHHON paboTe.

Otkas cepBepa nepecran BbirnaaeTb ycnexom. KomaHabl 3akaHumMBanncb 6e3ycnoBHbIM | echo ok |,
obonouka He NpepbiBasacb Ha OLIMOKe, @ B CUHXPOHM3aLIMM UTOrOBbIV KOZ NnepesanucbiBancs
ycriewHon ybopkou 3a cobon. YcTaHOBKa Lina Aasblue U NoAHUMana cayxoy Ha nup, KOTOPOro Ha
cepsepe HeT. Ternepb Kax/bIn War Noj set —e , OTBET NpOBepAeTca BMeCTe C KOZ4OM BO3BpaTa, a npu

OTKa3e JiOKaJibHadA cny>|<6a HE TporaeTcda BOBCe.

MpoBepeHo cTeHAOM, a He obeLwaHnem. HacToslme Kycku KOMaHZA Bblpe3aHbl U3 CLLeHapus U1
NpOrHaHbl Ha NOACTAaBHOM KOHdUre C Tpems NMpamu: Yy>Kon aZpec 1 Uy>Koe UMs AatoT KOHOIMKT 1
HWKOTO He TporatoT; ¢ —Force nepebuBaroLmin 6AOK YXOANUT 1 Aybnel aspeca He OCTaéTcs; CBOM

KAHOY NepenncbiBaeT CBOM Xe H610K; HE3HAaKOMbIV KNHOY He TPOraeT HUKOrO.

®aiinoBbIA KIMEHT NepecTtan BepuTb ntobomy, kto orBetun. WinSCP nonyuan | —hostkey=+* - 1O
€CTb NPMHUManN KAKoY AH6O0ro y3na. B uy>xon cetn ¢ Tem e YacTHbIM agpecom ( 192.168.1.x
BCTpeYaeTca Be3ze) Ha 22-1 NOPT OTBEYAET COCeACKan MalnHa, U darnbl yexanun 6bl K HEW; TYHHeb A0
cepBepa TyT He CracaeT, OH MPOBePSET CepBep, a He MalUMHY Ha TOM KOHUe. Tenepb oTneyaTok
H6epéTca 13 CBOero crmcka Kato4en XoCcToB 1 NepeAaéTcs KIMEHTY; 3arnncu HeT - MOAK/IOYEHMe He
OTKPbIBAEeTCSA BOBCE, C MOACKA3KOM CHATb KNHOUM KHOMKOW. LLTaTHbIN | sftp TOXe nonayumn ceou
CMMCOK BMECTO OAHOPa30BOro danna: accept-new B MycToi dhan - 3TO «Bepro NEPBOMY, KTO

OTBETUI».

Knroum xoctoB o6HOBAsAIOTCA No y3ay. Pavin nepenncbiBancs LEeNMKOM TeM, YTO YAaNoChb CHATb
cenyac: otBetuna ogHa BASE - 3anmcy ocTtanbHbIX MalwWH ncyesanu. Tenepb HeAOCTyNHaA MallvHa
COXpaHseT NpexHue kntouu, a B o6xoa gobasneHsl HOME n WORK, koTopbix Tam He 6b110 BOBCE, U

YUNTbIBAETCA NOPT.
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CmeHa K/iloua Xocta 6onblue He npoxoaAuT MoJiva. Tak BbIrNA4UT N nepeyCcTaHOBKa CUCTEMDbI, N
nogMeHa y3na - pa3Huua TOJIbKO B TOM, 3HAET N 06 3ToM uenoBek. KHomnka octaBaseT NPeXXHKH
3anncb 1 TOBOPUT, Y KakKMUX MalUUH KJIKOY He TOT,; MPUHATb HOBbIN MOXXHO TEM € HaXaTMeM C 3a>KaTbIM

Ctrl |

HeoaHo3HauHasA nanka gaHHbIX OCTaHaB/AUBaeT paboTty. Paaom fexxat KOMMAeKTbl BCEX MaLUWH, U
npw OTCYTCTBUW yKa3aTens bpanacb nepsas no andaBunTy - YCTAHOBLUMUK TYHHENs 6pan 13 Yy>xoro
KOMMIEKTa KAOUM U KOHOWIY, @ NPaBKM YXOAWUAN He Tyaa. Tenepb NOUCK MNPeKpaLLaeTca ¢ BOMPOCOM,
a BbIbpaHHY0 Nanky OKHO NepeAaéT CLeHapuaM KAOUYOM  —Root - 1 Yepe3 NoAbEM Mpas, U B 3ajavy

MaAuyKa.

Mpe>xHunii CHUMOK cepBepa YXOAMUT TOJIbKO Mocsie NpoBepku HoBoro. CoBnaBsLuLas KOHTPO/bHasA
CyMMa roBOPWT, YTO CKayaHHble HailTbl paBHbI MCXOAHbBIM, - HO He UTO ncxoaHble rogatcs. Cepsep Mor
BbIFPY3uUTb 0OBpe3aHHbI apXx1MB BMECTe C ero NpaBWIbHOW CYMMOW, @ MPeXHUI, pabounii, K aTomy
BpPeMeHM y>xke CTEpT. Tenepb HOBbIN CHUMOK CMepBa OTKPbIBAOT U MEPEeYNCAAIOT - YMTasA, HUYEro He
pacnakoBbIBas, - U ML NOTOM Yb6upatoT cTapble. He OTKPbIACA - MPeXHWe OCTatoTCA Ha MecTe, @ OKHO

roBopuT 06 3TOM.

Bbi6bop npoekTa orpaHnuMBaet u nepepgavy. —ProjectName duabTpoBan CNUCOK Ha 3KpaHe, a
rclone sync MoJiydan nanky LejnkoMm: Mpn HECKOJIbKMX MPOEKTaxX PAA0M ye3dKaan U UYy>Kne apxunsbl.
Xy>e Toro, cBepka NoTOM CpaBHMBasia NOAHbIV YAANEHHbIV KaTanor C BbI6paHHOW YacTbHO JI0KabHOTO
n obbABAANA OWNOKY - KOTAa NNLLIHEe yXe OTnpaBaeHo. Tenepb 1 NepeAaya, 1 CBepka Aep>katcs

oAHoW obnactu.

®dainoBbIi Bpannep poyTepa cHoBa pabotaer. OH 3Ban Lenb router , a B targets.json >xwuByT
router-base , router—home u | router-work - BXxoA KOHYaNCA «Lefb He onncaHa». ims
OCTaBNIEHO KaK MPUBbIYHOE KOPOTKOE: OHO pa3BopaumBaeTtcsa B poytep BASE, a cnncok gonyctmmeix

uenev NpuBeAEH K TOMy, UTO AENCTBUTENbHO eCTb.

Mpob6poc nopra: pabounii cton n Bc€ octanbHoe 6e3 TyHHena. Paisibl BO3UT OKHO, KOMaHZAbI
BbIMOJIHAET TEPMUHAN, a pabouunii cton, Beb-mopaa poyTepa Uam ceTeBas nanka Tenepb NePeHOCATCS
no y>xe nogHATOoMy ssh. Aapec paspeluaeTcs Ha TOM CTOPOHe, MO3TOMY Yepe3 OAHY MalUnHY BUAHO

BCE, UTO BUAWUT OHa - €€ camy, poyTep, NPUHTEP, COCEAHNIN KOMMbIOTEP.

B cucreme npn 3TOM HE MEHAETCA HUYEro: HW ajganTtepa, HXN MapLIpPyToOB, HXN CBOETO DNS, n Yy>KOMYy

VPN cnopuTb He ¢ 4yeMm. 3akpblan OKHO pabouero ctosia - NPobpoc CHAT.

Moasuanck cueHapwuii | Tunnel\RemoteDesktop\Open—Forward.psl , ueTbipe Bpannepa 1 rpynna
[OCTYN B paay | TUNNEL : | PABOYWA CTON , | BEB POYTEPA , MPOKCH . MocnegHuii oTkpbiaeT

6pay3epy fOMalLLHIO ceTb Lenkom Yepe3 SOCKSS.
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TyHHeJ'Ib OCTaétcs HY>X€H POBHO a4 O4HOro cay4yas - Korga Ccetb Hy>KHa BCA M Cpasy, BKAKOYasa TO, Yero

3apaHee He Ha3Baiu. 11 o4HOro nopTta Npobpoc Aeluesne.

TyHHenb He NOAHMMaeTCA NOBEpPX aApPecoB TOW ceTy, rae mawmHa ctomt. OH 3abupaet cebe BCE,
yto nepeuncneHo B ero | AllowedIPs ; ecnm Takom agpec y>ke NPUHAANEXNT MECTHOW CeTH, OH ANA
MaLUMHbI NPOMNaAaeT - NakeTbl YXOAAT B TYHHEb, @ He K coceay. Tak ObiBaeT B CeTW, rAe 3aHAT BeCb

192.168.0.0/16 : nytb A0 ceTn BASE oTHAN 6bl y Heé agpeca pa3om.

Ho nepeceueHvie AnanasoHoB - elé He KOHPAWKT: OTHATb MOXHO TO/IbKO 3aHsaToe. Ecam B 6oabLion

CETU Hy>KHble agpeca CBOH6OAHbI, TYHHeNb TaM paboTaer.

MNo3ToMy NpoBepKa NAET B ABa Llara: apudmMeTnka - Nonajaert v ajpec B MECTHYHO CETb, - U XK1Bas
npoba, oTBeYaeT NN No HeMy KTO-HUOYAb 3a4eckb 1 cevac. KHomnka nutaHna nepes nogbEMOM
Ha3bIBaEeT TO/NbKO HACTOsAILLME CTONKHOBEHMSA. [JoMa 3TO 3HaUMT «TYHHENb He HYXEH, agpeca 1 Tak
PAZOM>», B Uy>KOI CETU - <OH OTHMMET Y Heé 3Tu agpeca». MNogHATb BOMPEKN MOXHO HaxaThnem ¢

Ctrl . OnyckaHve He NpoBepAeTCA: CHUMaTb TyHHenb 6e3onacHo Bceraa.

Pa3bop ceTten BbiHeceH B | Engine\Routes.psl : OH uymTaeT AllowedIPs w3 KOHUra, 6epér xuBble

ajpeca MallnHbl C MaCKkaMu 1 CHUTaET nepeceyeHmne no MeHbLLeEMY rlpeqwu(cy.

1.6.1 — 7 ceHTabpa 2026

TyHHeNb HAXOANTCA U NOA NMPEXXHUM UMeHeM. VIMs MeHanocb aBaxabl: | home , base , Tenepb
router—base-wg . Mactep CHMMaeT NpexHNe NpPu YCTaHOBKE, HO MOKa ero He 3anyckanu, cyxba
XWBET Nog cTapbiM 1 paboTaeT — a nporpaMmMa mckana To/bkO HOBOE M NMokKasblBasa «He 3aBeféH»

npv NOAHATOM TyHHesIe: TOUKa cepasi, BbIKNHOUNTb HeyeM. Tenepb ciyxba nwetcs no BceM Tpém

MMEeHaM, a MacCTep NokKa3blBaeT I'IflaLIJKOI\/’I, noj KaknM OHa Ha|7|p,eHa.

Otka3s B npaBax y3HaéTtca aenom, a He cnoBamu. Windows Ha NOMNbITKY OCTAaHOBUTb UY>KYHO CNyxby
otBeyaet Cannot open 'WireGuardTunnel$base' service on computer '.' — HU «MpaB», HY
«A0CTyMna» B 3TON CTPOKE HET, U NPOBepKa MO C/I0BaM MOJIYana: AManor C NpeAnoXeHNEM BblAaTb
npaBo He NOSBASACA, OCTaBa/IoCb CyXOe «He BbILWIO0». [TpM3HaK Tenepb Apyrow: cayxxba ecTb,

nepekaroYeHne He NPOLLIO, TakMayTa He 6bl10 — 3HaUWT NpegaaraemM npasa.

1.6.0 — 7 ceHTabpsa 2026

TyHHenb BK/IlOUAETCA M BbIKJIlOUaeTcA KHONKOMW. Pagom ¢ | ROUTER-BASE WG v BEACON | ctouT

KHOMKa NUTaHua: » MnoAHATb, ® OnyCTUThb. MaCTep OCTancqa 1TeM, uem Obln — CTaBUT TYHHENDb U
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CHOCUT ero HaCcoBCeM; KHOMKa T0JibKO NOgHMUMaET 1N OonyCKaeT CJ'Iy)K6y, KOHCI)VIF N KJKO4YM OCTakoTCA Ha

MecTe.

OTO HY>KHO MOTOMY, YTO NMOAHATbLIA TyHHeNb 3abupaeT cebe nepeuncaeHHble CeTU 1 MelLaeT 0bbIYHOM
ceteBon paborte: gpyromy VPN, pabouen cetn, npuHTepam. BoikntouaTb ero npuxoamnTca 4acTo, a
paHblUe AN 3TOro Hago 6b110 OTKpbIBaTh NpuaoxeHne WireGuard nav nestb B ceTeBble HaCTPONKM

Windows.

Y1066l NepekntoyeHme 66110 MTHOBEHHBIM, @ He Yepes 3anpocC NpaB Ha KaXAoe HaxaTue, yCTaHOBKa
TYHHeNs cpa3sy BblAAET 3TON YUYETHOM 3anncK NpaBo MyckaTb M OCTaHAB/AMBATb MMEHHO 3Ty CYXKOYy — U
HWYero 6osbLUIe: HN YCTaHOBKW, HW YAaNeHWs, HU CMeHbl HacTpoek. Ha TyHHensx, 3aBefEHHbIX paHblLue,

npaBo BbIJAETCA MO NEPBOMY OTKa3y, C COracusa 1 OAWNH pas.

1.5.1 — 7 ceHTabpa 2026

Yka3zaHHasa Machines He nopoykaaert Machines\Machines . B Bbibope nanku nerko 3anti Ha war
rny6>ke: OKHO MoKasbiBaeT AepeBo, U | Machines BbIFNAANUT He xyxe poauTens. [yTb Torga
CKN1aZblBaNCa ABaxAbl, U NporpamMmma o6 3ToMm Mosyana. Tenepb Ntobas 13 3TMx NanokK NPUBOANUTCA K
nanke gaHHbix — cama  Machines , npoduib BHYTPY HEE M YXKe CNOXMBLUASACA ABOWHAA BAOXEHHOCTb;

B XXYpHa/ie CKa3aHo, YTO yKa3aHo W1 YTO B3STO.

1.5.0 — 7 ceHTabpsa 2026

Mporpamma 60osbLue He XpaHUT cBoero. Y Heé ocTanca oguH ¢ainn — | config\profile.json ¢
ABYMs CTPOKaMW: rAe nanka AaHHbIX U Kak 30BETCA Npoduib 3TON MallnHbl. Bcé octanbHoe — agpeca,
KJIFOUM KOP3WHBI, OTMEeYaTKy XOCTOB, Mapo/b POyTePa, HACTPOMKMN OKHa — XUBET B | Audion
Backup\Machines\<Wmsa> . [fporpamMmy MOXHO CHecTW, NepecobpaTb 1 pacnakoBaTb 3aHOBO: OHa

NnpouYnTaeT yKasaTesb U HaANAET CBOE.

Mpodgunb Ha3biBaeT uenosek. KHorka | [IAHHBIE cnpawmBaeT nanky, cnefjom — npopuib: CrMCKOM
TOro, UTO yXe IeXUT B Machines , NarOC nosie A8 HOBOro MMeHW. VIMA He BbIBOAUTCA U3 UMEHN
KOMMbloTepa: Ha paboTe ero He nepegenatb, a Nanky AaHHbIX HOCAT MeXJy MalMHaMy —

«yrafilaHHoe» ums 3aBeno bbl Tam NycTor NPOPUIb BMECTO MPUHECEHHOTO.

Appeca BnucbIBaloTcA ogHoM Tabauueir. PaHblue MacTep cripalivBan OAHY MallMHY 3a HaxkaTue u
3aKpbIBaACs; NPO TO, YTO KHOMKY HaZo HaxkaTb eLLé yeTbipe pa3a, He roBopuaock Hurge. Otcroga u
BbIXOAMW0: aZpec NOSBUACS Y OAHOW MaLUMHbI, TPAHCMOPT COBpancs ¢ BOCEMbHO HE3aMONHEHHbIMU
MeTKaMM, @ OKHO OTUMTaNoCh 06 ycrnexe. Tenepb BCe MalUVHbI Cpa3y: aApec, yYETHas 3anucb, MOPT, U

PAAOM CKa3aHO, YTO MOJYNT N NMOYEMY 3TO HE owwmnbka 3anucu.
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XKypHan okHa noxutca ¢pannom — logs\gui-FFTTMMAA. Log , cTpoka cO BpeMeHeM. PaHbLue B
darin nonaganv TONbKO NaseHuns, 1 pa3bupatb Uy>Kyto MaLlMHY ObIIO HeYeM: NaHeslb MOKa3blBaeT BCE,

a npucnatb OTTy4a He4ero.

Kapkac agpecoB npue3sxaet co cbopkoii.  targets.json — He TOJbKO AaHHbIe, B HEM 3aBeEHbI
CamMW MalUVHbI; 3aNncb agpeca NpaBuT TEKCT rOTOBOro daiina U Ha OTCYTCTBYHOLLIEM MOJlYa OTBeYana
«He yAanocb». Tenepb psagoMm egeT targets.sample.json , n nporpamMmma pasBopayumBaeT ero npu

nepBOM 3anycke.

1.4.0 — 7 ceHTabpa 2026

Pa3nnuma mawuHbl XKUBYT B AaHHbIX. Pagom ¢ nporpammon, B | Audion Backup\Machine , nexut
€€ C/IoN: HaCTPOWKM OKHa, TPAHCMOPT rclone, KNtOUM KOP3MHbI, OTNEeYaTKM XOCTOB, aZpeca MaLlnH U
naponb poytepa. [Mpu 3anycke nporpaMmma 6epéTt oTTyAa TO, Yero y Heé HeT; NP KaX Ao 3anucu
cknaaplBaeT TyAa cBexee. PacnakoBka HOBOW CHOPKM MOBEPX YAaNEHHOW CTapoy 6o/bLle HUYEro He

YHOCUT — paHbLLEe YHOCWUA BCE NepeyncieHHoe, 1 BO3BpaLLaTh NPYXoauaoch pykamu.

Bo3Bpat 6epé€T To/IbKO OTCYTCTBYHOLLEE: TO, C YEM YeNoBeK paboTaeT cenyac, BaxkHee COXPaHEHHOrO.
Bepcusa c6opku, TeMbl 1 LWabAOH KOHOUra B CIOM HE UAYT — OHU Y BCEX OANHAKOBbIE 1 MPUE3XKAtOT C

nporpammoin. KHonka ' CMUCOK  noka3sblBaeT CIOW LLeIMKOM: UTO FAe IEXXUT U YEro rae Her.

Appeca TyHHensa HabuparoTca okowkamu. B mactepe  ROUTER-BASE WG | Ha Kaxkabl agpec CBOS
CTPOKa: YeTbipe OKOLLIKa NOJA YMcaa C MepexoAoM Nno ToUKe 1 No TpeTben uudpe, pasmep cetm —
KHOMKamu cnoBamu ( OOUH AQPEC |, | 254 ALPECA , | 65 TbiCAY , 16 MJH ),  EWE ALPEC gobaBnsiet
CTPOKY, KpecTuk ybupaeT. IToroas 3anvcb cobupaercs naallkor CBepxy no Mepe BBOAA, PAAOM

NnokKasaHa CeTb CaMol MallVHbl — BWUAHO, 3a€eBaeT /N CMMNCOK eé.

CnANT-TYHHE/IMHT HacTpanBaeTcs TaM Xe. TyHHe b 1 paHbLlie BEN B ceba TONIbKO NepeuncieHHble
CeTW, HO CMMCOK OblN 3alLNT B KOAE: Lienas NoACeTb Nepecekanacb C MECTHOM CeTbHO 1 3abupana
npuHTepsbl. Tenepb cnucok nexut B | Audion Backup\Tunnel\WG\routes.txt w npaBuTCca kHOMKOW;
y3Kue agpeca NULyTcA Kak 192.168.1.10/32 . [Tepes noAbEMOM CLEHapU NpeaynpexaaeT, eciu

agpec CaMOW MalLVHbI nonajaeT B 3aBOpayMBaeMyHto CETb.

TyHHeNnn cHMMaroTcA KHOMKOMW. Y MactepoB | ROUTER-BASE WG | BEACON Tpw aenctsumsa: | MOAHATD ,
MPOBEPUTL , CHATb . CocTosiHMe nokasaHo naawkamu — cayxba, agpec B TyHHeNe, HalAeHHbIN

KOHUT.

WcnpaBneHo. [Niawky COCTOAHNA POHAAN AWANOr: CBOS NepeMeHHas CoBMnaia C UMeHeM napameTpa,
06BABNIEHHOTO C MPOBEPKON 3HaueHnn. ObpaboTumKn, co3gaHHble yepe3 GetNewClosure , He 3HaAM

bYHKLUMM OKHa 1 Naganu npu HaxaTtun. KHonka OTMEHA ocTaBasacb pycCKOW NPV aHFNIACKOM A3bIKe.
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Ob6e owmnbkn Tenepb noBut | Test-Handlers no gepesy pa3bopa, ciov npoBepseT Test-Machine

Ha MecoyHuLe.

1.3.0 — 6 ceHTAbpa 2026

LiBeta 6epytca us rembl Total Commander uenavkom. LiBeta nMEH, NOpAAOK NpaBma U Macku TUMOB
yuTatotca n3 config\colors ; cBOero cnucka paclmMpeHnin B nporpamme 6osbLue Het. TéMHas
cTopoHa 6epéT napHble 3HayeHns  ColorFilterNColorDark , cBeTnas — ob6bluHble. Bo3pacTt

cuMTaeTca KaneHAapHbIMU cyTkamu, kak B TC.

ABe TeMbl — TEMHAA W CBeT/as, KHOMKa B Luarnke. Bbl60p 3anoOMUHaEeTCA; XypHan, CTPpOKa I'Ip06b| n

naHenn nepekpaLlvBaroTCs BMeCTe C TEMOA.

COpTMpOBKa MO KOJIOHKaM — LLe/I4YOK Mo 3arojioBky, I'IOBTOprII7I nepesopayvmBaeT NopAaoK. Mankn

CBEpPXY, KYpPCOp AEP>XKUTCS 3@ UMS.
KonoHka «M3meHEH» — eanHbIv BUA A MM.rrrr Y4:Mm | Ansa BCcex CTPOK.

Menoum. /3 cnncka anckos ybpaH cayxebHbln  Temp: camoro PowerShell. LLlenyok no 6ykse gncka
B JOPOXKE NyTV BEAET B KOPEHb, a He B Manky nporpammsl. Cnpaska rclone 6onblue He nonasaet B

XypHan.

JleHTa pa3genoB B ABa Apyca. HaBepxy Mo LeHTpy — caMu pasgenbl No4 NoANUChIO | PEHUMDI |, Huxe
oTaenbHbIM 6n10koM —  [0CTVYI ¢ MawmnHamu cnesa n | MYTb ¢ goporamu cnpasa. [pynnbl KHOMOK
noanuncanbl B Kaxaom pasgene: | CETb |, | 3TA MAWWHA | n | N(HCTPYMEHTDI | B TyHHene, | UCTOYHUK  1n
3ANNBKA B R2 B KOp3uHe, PACKNALOKA KMWYEW v OTKPHITb MAMKY B katoyax, 3EPKANO CEPBEPA ,
MIAHWPOBLUMK 1 | OBbEKTbl 3EPKAJA | B 3epkane.

3apaHuve NIaHUPOBLLMKA CHUMAaeTCcs KHONKOW. Psgom ¢ | PACMUCAHUE  BcTtana  OTMEHUTD :
eXeHeBHOE 3a/jaHue YXOAUT, 3epKasio OCTaéTca Ha mecTe. Ecim 3agaHuns He Bblo, OKHO Tak U

roBOPMUT.

OtmeTku B naHenu. KHonku | BCE v HW OOHOIMO 6epyT CTPOKW aKTUBHOWM MaHeNN 1 NULLYT B XXypHan,

CKONbKO CTPOK OTMEYEHO N B Kakow naHenu.

®oHoB cTano aga. [og dannamu, XXypHasioM 1 TEPMUHANOM — OAMH TOH, Y CaMUX BOKOB — OH >Ke,
a NoJAJIoXKa OKHa cBeT/iee: 6/10KM BUAHO Kak 6/10KK, @ He MO OAHMM OKaHToBKaM.  PEXUMbl ctanu

TakvM Xe 610KOM BO BCHO WMPUHY. CTPOKY 3arofoBka 3TO He 3aTPOHYO.

Kypcop TémHO-Mmopckon. CTpoka noj Kypcopom kpacuTca  #00U4360 , TekCT Ha Heln cBeT/bIn. V13

Tembl Total Commander uget kypcopa He 6epétca: Tam OH ronybou 1 Bo3BpaLLancs 6bl Mpu Kaxkaou
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CMeHe TeMbl.

OTmeTKM AoxoaaT Ao 3kpaHa. CTPOKM NaHenn NPoxoauan Yepes COpTUPOBKY, a Sort-Object
3aBOpaumBaet kaxayto B | PSObject — WPF Tepsan B HeM NCTOYHWUK YBEAOMAEHWUIA, N ranouka,
nocTaB/sieHHasa Npobenom uan kHonkow  BCE , nosaBasiack TONAbKO MNpu ciegytoLlein nepecbopke
cnucka. Tenepb 06EPTKM pa3BopaYMBatoTCa, U OTMETKa BUAHa cpasy. Npoben, Kpome TOro, cTaBuT

raJlouky TON CTPOKe, YTO MOACBEYEHa, a He TOW, rAe Kypcop ocTaBuia kKaaBumatypa.

Touka AOCTYNHOCTU Y UCTOUHUKOB. Y KaXA0W KHOMKM UCTOYHMKA — 3e€Has Touka, eciv Tyaa
ceriyac MOXHO NMONacTb: y MaLUMH 3TO NMOCAeAHAs Npoba Uan XrBas 06xoAHas AOPOra, Y Nanok — ux
Ha/inuue, y KOP3MH — KJIKOUM 1 Jopora Hapyxy. HegocTmxunmoe racHeT Ao Tpetn apkocTtu. MNoka
nNpobbl He BbI10, BCE NOKa3aHO XWUBbIM. YTO He Bie3aeT Mo LWMPUHE, YXOAUT BTOPOWN CTPOKON — BOHOK

psg 6onblie He NPOKPYYMBAETCA.

ABa asbika. KHonka B Wanke nepekstoyaeT pycckun U aHIIMNCKUIA; MO YMOAYAHWUIO aHTIMACKUIA.
MNepeBoaATCcA NOANMCY, NOACKA3KKM, COOBLLEHNA XypHana, ANanorn n cTpoka Npobbl — OKHO MpY 3TOM
He nepeco3gaétca. CroBapb nexuT Napamu B Engine\Lang.psdl : kntoum xawa PowerShell He
pa3nanyatot pernctp, a «4OM» Ha KHOMKe N «40M» B CTPOKe NPObbl — pa3Hble C10Ba C Pa3HbIM
nepesogoM. CKpuMTbI ABW>KKA NepeBeAeHbl Ha aHTIMNCKUIA LieIMKOM, 6e3 nepekntoyeHuns: nx BbiBOJ U

TaK YMNTaKOT B XypHane.

Macrepa Bmecto 6n10kHOTa. Pazgen SETUP Tenepb ymeeT 3aBOAWUTbL TO, UYTO paHbLUe NpaBuau

pyKamu:

e | ADDRESSES... crnpaluvBaeT ajpec, NopT 1 yYETHYHO 3arnncb 1 BN1CbiBaeT Ux B | targets.json ,
COXpaHAA MOPAAOK KAKOUEN M NMOACHEHWA; Cpa3y Moc/e 3anmcn CTyumTcs B NopT. HaxaTre Ha
cepyto KHOMKY MallMHbl BEAET TyAa Xe.

e | TRANSPORT cobupaeT rclone.conf wu33arotoBku config\rclone.sample.conf : agpeca,
YYETHbIE 3aMncn 1 KUK NoAcTaBaoTca U3 targets. json u cknaga, cnpalivBaeTca TOJbKO
naeHtTnoukatop yuétHown 3anmcum Cloudflare. Yto He noacTaBuaOCh — OCTaétcs B Galine MeTkowu

{{..}} , 1 OKHO Ha3bIBaeT e€ BC/YX.

e NEW KEY 3aBoAMT NepByto Napy KAHOUeK, eCan €€ HeT: 3aKpbiTas MOoJA0BUHA NOXUTCA B MPOdUb U
B CK/1aj, OTKPbITas nokasbiBaeTcsa n konupyetca B bydep. Ecam napa yxe ectb, HoBas He genaetca
— CTapas nepectasna bbl NyckaTb Ha MaLUVHbI.

e DATA FOLDER BbiGupaeT nanky AaHHbIX, CO34a€T B HEW CKeNeT 1 3aMoMUHaET MyTb; kKAtoY | —Root

npw 3anycke No-npexHemMy cuibHee 3anOMHEHHOrO.

Eweé aBa Tecta. Tests\Test-Targets.psl C/eAuT, YTO NpaBKa ajpeca MeHAET OAHY LeNb N He

TporaeT coceaHune, nosicHeHns n BOM. Tests\Test-Transport.psl cobupaeT TpaHCNOPT K3
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3aroToBKM BO BPEMEHHYHO Nanky 1 npoBepAaeT noACTaHOBKY, COCTaB CeKLl,I/Il‘/’I M TO, UTO He3anoJIHEHHbIE

MeTKN YeCTHO Ha3BaHbl.

Macrep o63aBegeHus — pasgen SETUP . Yetbipe cekumm ¢ pasgeamtenamu:  KIHOYNA , | MALKHbI |,
VNHCTPYMEHTbI , [IAHHBIE . Y kaxkaou KHOMKM TOUKa: 3eN1€Has, Korga Aeno cAenaHo, cepas — Korga Ao
Hero eLé He gowan. KHOMKM 30BYT y>Ke HanncaHHOE; CBOE B pa3jesie — TONbKO  A[IPECA... ,

OTKpblBaroLWas | targets. json |

Knroun k kop3uHe BBoaatca noaamu. KHornka | KJIIOHN R2.. cnpawwuBaeT napy «naeHTuukatop v
cekpeT» 1 KNajeT eé pannoM r2.credentials TyAa, rae eé uuwet rclone, nocne vero cpasy
CnpallnBaeT y KOP3uHbI CMMCOK HakeToB. 3HayYeHns B XXypHan He nonagarot. lnanor Hayunaca

HECKOJIbKMM MOJIAM Cpasy.

Awnanorm >xmByT B Teme okHa. CBoA Konuva naaunTpbl B | Dialog.xaml  OCTanacb 3aBOACKOW, a XXMNBOE
OKHO Mepej Noka3oM KaaféT Tya CBOW KUCTW; 3arosI0BOK Auanora TEMHbIV POBHO TOrAa, Koraa

TEMHOE OKHO.

SERVER cpeayn MawmH. 3apybexHbin cepep CTOMT B pagy | IOCTVI 1 B NaHensax pasgenos
TUNNEL w R2 BACKUP : dpannbl BO3ATCA MeXay KOP3MHOW 1 cepBepoM Hanpsamyto, 6e3 scp n be3
KoHconwn. [lopora — pogHoi sftp camoro rclone no katouy | audion_vps_root_ed25519 ; 3anacHas,
nosepx cloudflared, octanack Ha BHelwHeMm ssh. Y Lenn nosBuaock none sshHost :y cepeepa HeT

AOMaLLHEro agpeca, 1 OKHO 30BET roToBbIN XOCT U3 ~\.ssh\config .

CBoi1 cnucok karuen xocrtoB. config\rclone\known_hosts 3HaeT BASE, LAPTOP n SERVER; Bce
naHenn CBepArTCA C HUM, NyTen B Npoduab nonb3osaTtens 6onble HeT. KHonka | KNIHYM XOCTOB
CHMMaeT KJIK0UM 3aHOBO: JOMAaLLHME MaLlNHbl OTBEYaroT Ha | ssh—Keyscan , y cepBepa OH MOAYNT —
Tam OKHO CMpaLLMBaeT cam XOCT MO y>ke NOAHATOMY coeanHeHuto. Pann | ~\.ssh\known_hosts He

TporaeTcs: UM Noab3yrTcs  ssh | 1 Tabby.

MepBbin TecT.  Tests\Test-Window.psl npoBepseT OKHO, He 3anyckas ero: pa3bop pasmMeTku u
MOAY/ifA, MONHOTY CNUCKa 3arpy3ku, pajbl U NepekaroyaTesiv pa3fenos, 3HaHe TeM O KucTax. HanvcaH

nocne Toro, kak pasgen SETUP He OTKPbIICA MU3-3a UMEHW, 3abbITOro B CMCKe 3arpysku.

Knroum R2 30ByTCA r2.credentials . Touka BMeCTO NOAYEPKMBAHNSA — Tak 3TOT $alin Ha3blBaeTCs
B caMmou akocucteme AWS, B ckage katouen n 'y nybamkatopa. Ctaporo MMeHn He OCTanocChb HU B

nporpamMme, HU B AaHHbIX, HA Ha cepBepax.

MawunHbl nepeexanu B neHty. KHorkw | BASE |, | LAPTOP , | HOME , | WORK , ROUTER-BASE , ROUTER-
HOME | 1 ROUTER-WORK cTOAT NocepeAnHe NIeHTbl Pa3aenoB U BUAHbI U3 1t0H60ro paszena: KOHCOb

Hy>xHa He Tonbko B TUNNEL. Pag kHonok pasgena pa3rpy3naca n pasoLwénca no WmnpuHe okHa Tpems
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rpynnamu. Tpu HOBble TOUYKWN 3aBeAeHbl 3apaHee C NyCTbIMU agpecaMu — KPY>XKOK CepbIi, HaxkaTne

rOBOPWT, YTO BMNMCaTb afpec HYy>KHO B targets.json .

OpHa KHOMKa Ha TP MHCTpyMmeHTa. OBHOBUTb BeaEéT KAMeHT TyHHend, rclone v NOpTaTUBHBIN
TepMuHa; kHornka  MHCTPYMEHTHI | ybpaHa kak AnwHAs. Bepcun cnpaluvBaroTcs A0 3aKayku, MO3TOMy
cBeXee He TAHEeTCA NOBTOPHO, a —Force nepekaynBaeT NPUHYAUTENbHO. Y 3aKayuku BUAEH BeC,
CKOPOCTb M OCTaTOK; LWarv noAnucaHbl. HacToAwmMIi BbiNyck TepMMHaNa NULWeTcs pagoM B .version :

B caMoM | wt.exe Microsoft octaBnseT Homep 6a30BOV BETKM.

I'Ip06a nokKa3biBaeT BpemMA. BmecTo ranouek — MUNNNCEKYHAbI Ka)KAOIZ A4OpPOrKn, a pAAOM 3a4ep>XKKa
CaMOro OokHa: BUg4HO, KTO TOPMO3UT, CETb LK NMpOorpamMma. 3a|v|ep BblHeCeH N3 NOTOKa OKHa, NHa4ye

MepAanacb o4vepeab agncnetTyepa n BCce 40POrn Bbixognam oAMHaKoOBbIMMW.

Manenn. lo6aBneHbl NCTOYHMKN | R2 MEDIA w R2 VAULT . LLlanka naHean Ha4yMHaeTcs C KHOMOK
X0Aa, NCTOYHWKM CefOM. VicnpaBaeHbl YeTbipe NageHns: CNMCoK U3 04HOro 0bbekTa, MycTas KOp3uHa,

CTOPOXX UCKIHOUYEHWI N CTaTyC, KOTOPbIV HaBCErAa OCTaBaCA «UYUTAtD...».

TyHHenn. Touka NokasbIBaeT XXMBOCTb KaHana, a He Tonbko cnyxxby Windows. Masuok nsntona

YMHWACA: B CKpUNTe ocTaBasca nopt 8444, Toraa kak cepsep caywaet 500.

CBOE MM#A Ha NaHeNu 3a4au — OKHO boJiblie He BbirnaamT kak PowerShell.

1.2.0 — 5 ceHTAb6pa 2026

CuHxpoHu3aumsa nanok. [pasee GpanoBbIx Onepaunii Tpyu KHOMKK:

e F11 OBHOBUTb » — A0AWTb B MPOTUBOMOOXHYIO NaHeNb HejocTarolee 1 06HOBUTb
ycTapeBLllee; HAYEro He yaanderT,;

e F12 3EPKAJIO > — npuBecTn NPUEMHMK K TOYHOMY BUAY UCTOYHUKA; TULLIHEE yaanaeTcs,
NO3TOMY CrnpallnBaeTca NOATBEPXKAEHNE C HarnpaBJeHNEM W COCTaBOM, a npesoxpaHuTeNb

OTMEHSET onepaunto, ecan Noa yaaneHve yxoamt 6onble 200 dpannos;

e CUHXPO 2 — ABYCTOPOHHAA: N3MEHEHUNA NEeTAT B 06e CTOPOHBbI.

HanpaBneHune 3a1aéT akTMBHaA NaHeNb: UCTOYHWK — Ta, rae Kypcop. PaboTatoT 3T KHOMKM He ¢
MMeHaMM Nanok, a C TeM, UTO OTKPbITO: CPaBHMBAIOTCA ABa KaTanora U3 Aopo>KeK MyTu, CO BCEM

BJIOXXEHHbIM Ha Nto6yto rnybuHy.

O6nactb 3apalo0T raouku. Huyero He OTMeEUEHO — pPaBHAETCA OTKPbITasA nanka Leankom. OTMeyeHo
— TO/IbKO OTMEYEHHbIe BETKMN: OHM yXoAAT B duabTpbl  ——include , a rclone npumeHseT GUAbTPLI U

K yAaNeHWN, MO3TOMY COCefHME Nankn NPUEMHMKa OCTatOTCS HETPOHYTbIMU. MNpoBepeHo Ha
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necoYHuLe: 3epkano no AByM BeTKaM 13 YeTbIPEX OOHOBUIO TO/IbKO MX, ABE APYrue He TPOHY/O.
MoacseTka CTPOKK, B OTMume OT F5, obnacTbio He cumTaeTca: 3epkano yaanseT, 1 BbiIbop AOMKeH ObiTh
HamepeHHbIM. | CUHXPO | oTMeTKM He MPUHUMAaET U TOBOPUT 06 3TOM — OH NMOMHWUT COCTOAHME Napbl

nanok, u cMeHa obaactn notpebosana 66l HOBOro pa3bopa ¢ Hys.

Knonka JOPOI'! v Bpannep check-routes.cmd . [TpoxoanT Bce veTbipe goporu Ao BASE
rOBOPUT, Kakume XMBYT: KTO OTBETW/, 3@ CKOJIbKO 1 YTO CKa3asa Ta CTOPOHa, MJIK0C YATaeT KaTanor rno
Kaxkgou xumBou. C kntouom | —Speed  3a04HO MepsieT ckopocTb. OTUET noxunTca B | Logs outes—
<paTta>.log : ero MOXHO MnokasaTtb Mo3>e, Korja CBA3b BEPHETCA. HNYero He MeHAET — TOJIbKO

YMTaeT, N NOTOMY roamnTCA Kak NMepBOeE, YTO 3anycCkKaellb B HE3HaKOMOW CeTw.

[ opory mo>xHo Bbi6bpaTb pykamun. CnpaBa B JIeHTe pa3jenos, 3a pasgenutenem: NMYTb —  ABTO ,
[10M , CEPBEP , CF , SECOND VPS . ABTO cnywaet npoby, ocTanbHble gepxKaT BbibpaHHOe, Aaxe
ecnv npoba NPOTMB: YesoBeK 3HaeT NPo ceTb HoAblUe, YeM CTyK B NopT. [epekatoyeHne cpasy

nepeynTbliBaeT NaHeA MallnH.

Crpoka npo6bl roBOPUT C/IOBaMM U1 Nepeexana B CEPEAMHY LIankyu — OHa NPO BCHO NMPOrpamMmy, a He
npo paszen. bbino «otBeyYatoT 3 U3 6», ctano «gom X - cepeep v - cloudflare v - SECOND VPS V' - nyTb:
CEPBEP (no npob6e)» — BUAHO, UTO MUMEHHO JOCTYMHO U KaKOW JOPOron nonaér okHo. OroBopka:
rajoyka o3HaudaeT, YTo MOPT OTKPbIT, @ He uTo npoTtokon nponaét: SECOND VPS pByT yxe nocne

yCTaHOBNE€HUA COeANHEHUA, N npo6a Takoro He snaunT.

Aopora BugHa Ha KHonKe. [10ANMCb NCTOYHMKA Ha3blBaeT U MaLUWHY, U MyTb K Hel: | BASE —
HanpsMyr 13 joMa, BASE - CF — uepe3 3apybexHsbili cepep nosepx cloudflared, BASE
CEPBEP — 10T Xe cepBep no umeHwn, BASE - SECOND VPS — yepe3 Touky cbopa. NHaue

HEMOHATHO, NOYeMY OAHO M TO XXE MMA OTBEYUAET TO MTHOBEHHO, TO YEPE3 MUHYTY.

YeTbipe goporu K AOMalIHUM MawuHaM. MNaHenn nayT nepBoi AOCTYMHOW: AOMa HanpsMyto, 13
YY>KOW CETN — MPbIXKKOM Yepes 3apybexkHbli CEPBEP MO MMEHM, 3aTEM Yepe3 HEro >Ke NoBepx
cloudflared, n nocnegHeli octaérca SECOND VPS. CkopocTb nepesauv y fanbHUX JOPOT OAMHaKoBa
(3amep gan 1,65 Mub/c n Tam, 1 Tam), HO ceccus No NPSIMOMY MMEHM BCTaET BABOe bbicTpee — 1,7
cekyHAbl npoTtuB 2,8. Pucka B 3TOM HeT: Npoba LynaeT cam agpec, U Koraa ero 3ab0KnpyroT, OKHO
ynaéT Ha cloudflared, rae 6nokmpoBaTb Heuero. Boibop genaet npoba: oHa LynaeT AoMallHWe ajpeca
N cepBep, a pe3yabTaT BUAEH B NEHTE PEXMMOB — TaM e, r4e NepeksoyaroTca pasgensl. PaHblue

CTpOKa Npobbl CTOsiNA B PAAY KHOMOK U Hae3Xana Ha KpauHue.

Knonku POYTEP n KOH®WUI. PazroBop ¢ gomMallHUM poyTepom no ero cobcreeHHomMy APl Tenepb
eCTb 1 B OKHe: POYTEP | nOKa3blBaeT MOJe/b, MPOLUMBKY 1 MNPOB C pyKonoxXatnamu,  KOHOUT ...
BbINUCbIBAET 3TOM MawmnHe koHdur WireGuard — cnpalumBaeT MMs CBOMM OKHOM M CHadana

MoKa3sbIBaeT KOMaH/bl, KOTOPbIe YAYT B poyTep.
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MycTble nanku Tenepb nepeHocatca. [114 | rclone  CywecTByrOT TO/IbKO $anbl: KaTanor 6e3
eAnHoro darina oH He CO34aéT B MPUEMHMKE 1N MOJIYa OCTaBAAET KakK €CTb — 3epKasio 3akaH4MBanoCh
3a cekyHay ¢ 0 B / © B, a B NpuéMHMKe HeagoCTaBaso nanok. Bce nepeaaun, Bkatovas ouepesb
F5/F6, nayt ¢ ——create-empty-src-dirs . MNycTble daribl, CKpbITble M CUCTEMHbIE NEPEHOCUINCH U
paHbLLle — HO aTPUOYTbl «CKPbITHIN» N «CUCTEMHbIN» HE COXPAHAIOTCA, B MPUEMHMKe dalin CTaHOBUTCA

OObIYHbIM.

BpemeHa ¢aiinoB nepeHocarca. Ko Bcem nepegavam gobasneH  ——metadata : konma nomHuT, Korga
danin co3gaH, U3MEHEH 1 Korga ero oTkpbiBaau. bes Hero coxpaHAaNoChb TONbKO BpeMs M3MEHeHMS, a
«CO34aH» Yy KOMWM 3Ha4YMNOCh CErOAHAWHNM YmncaoM. OroBopka Kacaetca MalimnH no ssh: 63keHs sftp y
rclone MeTafaHHbIX He yMeeT BOBCe — TyAa J0e3XaeT AWLb BpeMs n3meHeHus. [oNHOCTbIo

BPEMEHA COXPaHARTCA MeXAy ANCKaMK, I'IOAK}'II-O‘-IéHHbIMI/I K 3TON MalluHe.

Bpems kaTtanoroB Ha MawwmnHbl No ssh 6osblie He ctaBuTca.  rclone O6HOBASET BPEMS Nanku
nocne konuposaHusa, a OpenSSH noa Windows oTBeyaeTt Ha 3TO OTKa30M — MOXOXe, NokKa B Nanky
ewé nuwytca dannbl. Ana  rclone 370 owmbka BBOAA-BbIBOAA, U JaNblle OH OTKa3bIBAETCA yAaNATb
NVLLIHee: 3epKano AOHOCUAO dalbl, HO OCTaBaNOCh HEAOAENAHHbBIM U 3aKaHYMBanoCb KOAoM 1.
Tenepb, KOraa oAHa 13 CTOPOH — MalumHa no ssh, gobaensercs ——no-update-dir-modtime .
BpemMeHa palrinoB nepeHOCATCA Kak NpexJae; BpeMs nanku Ha TOM CTOPOHEe BCE paBHO NMOCTaBUTb

He4yeM.

MoBTopbl € Nay3oi. rclone MNOBTOPAET HEYAAYHYHO OMepaLMo TPMXAbI, HO BCE TPW MOMbITKK
yKnajblBaeT B O4HY CEKYHAY — a TUNUYHasa NpuYMHa OTkasa Kak pa3 BpeMeHHas:
CBEXeCcKOonupoBaHHble dalibl eLweé AepXXUT MHAEKCATOP AN aHTUBUPYC, Y TOIbKO YTO OMycTeBLUas
nanka He yganaetcs ¢ «permission denied». Mexgay nonbiTkamu Tenepb NATb CEKYHJ, a yAaneHue Ha

MallnHe no ssh npo6yeT wectb pa3 — BMeCTe 3TO AaéT narike noJIMUHYThI, yTOOBI OCBO6OAI/ITbCFI.

KoHdwur BbinucbiBaetca cam. PaHblue kaneHTa WireGuard 3aBoguam pykamu B Beb-nHTepdence
poyTepa, a ero Gpann Hecan c cobon. Tenepb 3TO genaeT new-router-peer.cmd : KArOYeBas napa
POXAaeTcs Ha MallvHe (poyTep BUAUT TOJIbKO OTKPbITYHO MONOBMHY), B pOyTepe 3aBOAUTCA MNP CO
cBOHOAHBIM aApPeCcOM 13 ero NoAceTy, 0bpaTHO 3abMparoTCsa OTKPbLITLIM KAOY CepBepa, MOPT U
JOMEHHOE MMs — U U3 BCEro 3TOro cobupaetcs rotoBbli | . conf . TOT Xe Bpannep ¢ —Remove

CHMMaeT nNupa, ¢ | —-WhatIf MokasblBaeT KOMaHAbl He OTMNpaBasAs.

PasroBop c poytepom Begét  RouterNdm.psml : NDMS 3z0poBaetcs oTkazom c realm u challenge,
napo/b Mo NPOBOAY HE UAET — CBePAETCA OTneyaTokK. MNapoib MOXHO COXPaHUTb KNHOUOM | —
Remember : OH n0OXUTCA 3awmdpoBaHHbIM cpeactBamu Windows, nog 3Ty YYETHYHO 3anucb U 3Ty

MallrHy, N fanblle He CnpalinBaeTcA.
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Knonka WIREGUARD. CraBuT Ha 3Ty mawmnHy cam WireGuard — nporpammy, 6e3 KoTopon He
NOAHATb HX NYTb AOMOM, HX Masyok. PaHbLue OH CTaBu/ICA NOBOYHO, BHYTPU NEPBOro 3amnycka nyTu
AOMOW; Tenepb 3TO OTAENbHOE AeNCTBME CO CBOMM BpannepoM  install-wireguard.cmd w cBoew
TOUKOMW: 3e/1€Has — Nporpamma Ha mecrte, KpacHas — HeT. MNopTtaTtvBHbIM WireGuard He 6biBaeT:
TYHHeNb AepXuT cnyxba Windows, a ceTeBon agantep — ApanBep, NO3TOMY YCTaHOBLUMK U MpaBa

aAMVHMCTpaTopa.

Pap KHONMOK CTOMT Ha pa3jenuTtene naHesnen. PaHblue OH Aep>Kanca LeHTpa OKHa 1 CTpoka
COCTOSAIHWUSA Hane3asna Ha KHOMKW: BO BpeMsa nepegaum nosepx F11 n F12 wan npoueHTbl 1 CKOPOCTb.
Tenepb cepeanHa paga coBnagaeT ¢ pasgenntenem GannoBbix NaHeNEeN U NEPECUNTLIBAETCA, KOTAa
pa3zenvTesb TallaT MbILbLO, @ COCTOSIHME XMBET B CBOEM KOJIOHKE CrpaBa 1 Npu HeXBaTKe MecTa

o6pe3aeTc;| MHOroTo4mem.

BupaHo, Kakas naHe/sb akTUBHA. HanpaBieHue 3a4aéT Ta NaHenb, r4e CTOUT Kypcop, a MOHATb 3TO
6b110 HeOTKyAa. Tenepb €€ pamka NojcBeYeHa MOPCKMM, M aKTUBHOW MaHeNb CTaHOBUTCS OT itoboro

KaCaHuA: Wwenyka no Crnmcky, no KHOMKe MCTOYHUKa, No A0PO>XKKe NyTn Uan No nyctomMy MecCTy.

Awnanorn crann ceoumun. CnuctemHbli | MessageBox pucyet Windows, n TEMHbIM OH He ObIBaeT:
nocpeau TEMHOroO OkHa BCMbixnBano benoe. [MoaTBepPXKAEHWS N BBOJ UMEHWN TEMEPb UAYT B CBOEM
OKHe B LiBeTax Nporpammbl — 3a04HO ywén InputBox u3 VisualBasic, koTopbii Bbirasgen Bosce
YY>KMM. 3aro/IOBOK CaMOro OKHa TOXe MOTEMHEN: ero PUCYeT He NPUIOXKEHME, @ CUCTEMA, U NPOCUT 06

3ToM atpubyT DWM.

MaHenb He nepecoGupae‘rca 3pA. ABTOOOHOB/IEHME pa3 B AB€ CEKYHAbI 3aMEHANO CNNCOK LENNKOM:!
cnetanmn rajoyvkn, Kypcop 1 npokKpyTKa, a KonmnpoBaHne nocje 3Toro >KajioBasioCb «HET obbekToB anAa
KoOnnpoBaHUA». Tenepb NaHeNb CBEPAET COCTaB C MPEXHUM N HE TPOraeT CrnMcok, Noka HNYEero He

M3MEHNNOCb, KOrga UaMeHUNO0Cb — NEPEHOCUT OTMETKN NO NMEHAM.

MecouHble Yacbl OCTanNChb TONbKO Yy y,ﬂ,a}'léHHbIX NCTOYHUKOB. YTEHME NOKaNbHOTrO KaTanora 3aHMMaeT
40N MUNNTNCEKYHADI, @ KYPCOP OXUNAAHUA MUTaNl MPU Ka>Kg0M ABTOOOHOBAEHUU 1 Bbirnaaen Kak

TAXEnas pabora.

1.1.0 — 5 ceHTa6pa 2026

OKHoO cTano q)aﬁnOBblM MeHea>KepomMm. ,ﬂ,Be naHenn BUAHbI BCEraa, a 1eHTa PeXXrnMOoB CBEPXY MEHAET
TOJIbKO TO, UYTO B HUX OTKPbLITO U Kakom PAA KHOMOK NMoKa3saH. Tak kHoMka nepeCTaéT ObITb
3aK/IMHaHNeM: Ha>XXnMasa «pasio>KnTb KIHO4YMN», BUAHO Ci€Ba 3TaJIOH, CfpaBa I'IpO(I)VIJ'Ib, a nocne

NPOroHa — 410 TaM U3MEHUNOCb.
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OAMH TPAHCMOPT Ha BCE. JIoKanbHbIM ANCK, MalwnHa no ssh 1 kop3nHa R2 untatotcs ogHum | rclone |,
MO3TOMY KOMMPOBaTb MOXHO MeXAY NH06bIMU ABYMS CTOPOHaMW. 3aMep Ha >uBoM: 2 b Ha
cTaumoHap ywnam 3a 11,6 ¢ (176 Mb/c), obpatHo 3a 10,1 ¢ (203 Mb/c) — okono aByx Tpeten oT SMB,
3aTO C JOKaYKOW, NMOBTOPOM NMpu 0bpbiBe 1 cBepkon. KonnpoBaHue MAET Yepes Ty MalUVHY, rae

OTKPbITO OKHO; OMa 3TO AOMallHAs ceTb Yepe3 poytep, SECOND VPS He yuactyerT.

Ouepepb. F5 1 F6 knagyt oTMeueHHoe B ouepesb, a He 3anycKkaroT ornepauuto cpasy. [pruémHmk
3aMOMWHAaeTCa B MOMEHT J0baBAEHNA — MOXHO HabpaTb O6BbEKTbI B Pa3HbIX Nankax v pasHbix
MCTOYHMKAX, N BCE yeAeT B OAHO MeCTO. 3afaun nayT No OAHOW: NapaiesbHble nepejayn Nogennam

Obl KaHan u nepemMeLllann BbiBOA.

KnaBuwmn kak B ¢paiizioBomM MeHegpkepe: npobes oTMeyaeT CTPOKY U BeAET Kypcop Huxe, Enter
BXOAMWT B nanky, Backspace nogHnmaeTt Ha yposeHb, F2/F5/F6/F7/F8 — nepenmeHoBaTh, KONMpPOBaTb,

nepeHecTtn, co3gatb nanky, yaaantb.

BupaHo, uto npoucxoaut. [1os10ca BbINOAHEHWS BHU3Y, MPOLLEHTbI B 3aro/IOBKE OKHa 1 B MaHenu
3ajja4, CKOPOCTb W OCTaBLUeecs BpeMs B CTPOKE COCTOAHMA, CTpoka rclone B TepMUHane pas B NATb
cekyHa. MaHenn nepeynTbIBatOTCA CaMU: I0Ka/bHble pa3 B ABE CEKYHAbI, yAanéHHble — nocse

onepawmu, KHOMKON 1 Npu BO3BpaTe B OKHO.

CupoTtbl 60osblue He XXUBYT Aoblue okHa. OcMpoTeBLWNIA | rclone | OT MPOLUAOrO 3anycka
npojosKan KavyaTb MosYa — yAanéHHas pykamMmu nanka nosiBasiacb CHoBa. Ternepb NPoLecchl 3TOM
KOMWW NporpaMMbl CHUMAKOTCA MPU 3aKpbITUK OKHa, No kHornke CTOI, a npu ctapTe OKHO

npeaynpexaaeT, eCan Takon NPoLLecC y>Ke BUCHT.

Packpacka cTpok B3sTa 13 Tembl Total Commander: uBeTa untarotca us
config\colors\AudionDark.ini (Tam oHu B gecaTuyHoM BGR), paclumpeHuns pacnmcaHbl B
nporpaMmme — B TEMEe UX HeT, TaM CCbIKM Ha NonckoBble wabnoHbl TC. MNanku XénTtble, Kak B

NPOBOAHMKE.

Menoun, KkoTopble UMHUAUCBL NO XoAy. KopeHb Ancka NuweTcs ¢ Kocor yepTtoi: «Ex» Windows
NMOHMMAaET KaK TeKYLLYyH Narnky Ha 3TOM AMCKE, N BXOA Ha AMCK YBOAWA B KaTanor nporpammel. Y ssh
KOPEHb «/» — He TO XK€, UTO MyCTOW NyTb: MEPBbIN NOKa3bIBAET AUCKM MaLUNHbI, BTOPOU —
AomMaluHtor nanky. Mporpecc | rclone nevaTaetcsd ToaAbko ¢ | ——stats—log-level NOTICE , nHaue
€ro He BUAHO BOBCe. [1010Cbl NPOKPYTKM 1 MO1I0Ca BbINOAHEHWA HAPUCOBAHblI CBOWN — CUCTEMHbIE

CBET/Ibleé B TEMHOM OKHe BbITN1AAAT 3ansaTon.

50/52



1.0.0 — 5 ceHTA6pa 2026

MNepBas cbopka. MpoekT cobpaH 13 TOro, YTO rOAOM pPaHbLLe PacroN3N0Ch MO ABYM Yy>KMM Nankam:
CueHapun 3epkana iexkanu BrnepemeLlKy ¢ CaMUMK 3epkanamMu, CHUIMOK NPUBATHbIX apXMBOB Aesian

ny6amKaTop, a KAto4mM K KOp3uHe 3epkaso 3aHUMano y cocesa.

Mporpamma otaeneHa ot gaHHbIx. | Audion Sync Tools Aep>XWUT OKHO, CLleHapPWK, KINEHT TyHHEes,
AOCTYN K MalnHaMm, ceoi | rclone u cBom katoum K kop3mHe. CoceaHsaa  Audion Backup octanacb
XPaHUANLLEM: CHUMKM, WECTb 3epKasl, CKNaj KIUel, TOKEHbl — U HUM OAHOTo UCnosiHsemMoro danna.
MyTb K A@HHBIM CYMTAETCA OT PACMONIOXKEHNS NPOrpaMmbl U 3aaéTcA KAroYoM  —Root ; bykBa gucka

He 3allnTa HUrae, No3TOMy Ha MallnHe, rae NHCTPYMEHTbI XXKMBYT Ha APYroOM AVCKe, MPaBUTb HEYETO.

CBoé, a He cocepckoe. PaHblie | Sync-AudionBackup.psl 6pan rclone.exe v Katoum R2y
nybavkatopa — «4TOb6bI HE Aep>kaTb BTOPYHO KOMMUIO TEX Xe Karoyern». LieHa skoHomMum: 6e3
nybankatopa psAOM 3epKano He NMOAHMMaNoCh BOBCE, @ MOAHMMATLCA OHO AOJKHO Ha MyCTOM
MaLlMHe nepBbiM. Tenepb y NporpamMmmbl CBOW BuHapHUK B Tools\rclone ¥ CBOW K/AKOUX B
config\rclone , a Engine\BackupRclone.psml 3HaeT O HUX POBHO TPW BELLM: FA€ NCKaTb, YEM

HacCTpanBaTb, Kak 3BaThb.

CHumok Build-creka nepeexan us nyébaukartopa. backup.cmd v | Backup—AudionArchives.psl
Tenepb 34eck; B nybavkatope (Bepcma 1.8.0) kHonka «B3KAlM» ybpaHa. Ponn pa3seseHbl no
HanpaB/IeHNIO AENCTBUSA: NYOANKATOP 3aHMMAETCA TEM, UTO YXOAUT HapPY>Ky, a BCE, UTO KNAAET U

3a6|/|paeT Konumn, co6paHo B O4HOM MEeCTe. Cama onepauna He n3aMeHW1aCb HXA Ha CTPOKY.

OkHo. Tpu TpeTu ¢ nepeTackMBaeMbIMM MONOCAMU: CEBa Narnkn 3epkana U COCTOAHWE, NocepeanHe
MaLUWHBbI, CNpaBa TEPMUHAN BO BCHO BbICOTY. KHOMKM He genatoT paboTy camu — Kaxkjas 30BET TOT Xe
CLEHaPW, UTO N YeSIOBEK N3 KOHCOM, MO3TOMY OKHO U Bpannepbl He pacxoaaTtcs. Moanucu
aHrNMKCKMe, MOACKA3KN pycckume, 3agep>kka noackaskm 1500 mc — kak y opkecTpaTopa, y KOTOporo

B3AT KapKkac; MexaHvka Ao4YepHero npouecca B3saTa y nybavkaropa.

Toukmn coCcToAHMA. Y KHOMOK MaLUWH YeTbipe 3HaUYEHUS U HU OJHOTO «HaBepHOe»: 3eNéHas —
NPOBEPEHO 1 OTBEYaET, XENTas — 3aBefeHO, HO He MOAHATO, KpacHas — NPOBEPEHO M MOUUT, cepast
— npoBepsATb Heyero. Cay>K6bl YUNTAKOTCA CaMy pa3 B TPUALLATb CEKYHA, CeTb NPOBYeTCs KHOMKOMN U
OZVH pa3 npwv oTKPbITUN. MPOo6bI YXOAAT Pa3oM U XAYTCA TaMePOM OKHa: LWeCTb MOAKAHOUEHWI
noaps4 3aMopo3nan 6bl OKHO Ha Tpy cekyHAbl. Aapeca bepyTcs n3 Toro xe targets.json , yto

YMTaOT Bpanmnepbl, — BTOPOro CNu1cka aApecoB B NPOrpaMmMe Her.

Beiligpkun B wWanke nokasbiBatoT Nanky AaHHbIX U KOPeHb BbiMycka. Bropoin xenteert, ecv B
BbIOpPaHHOW narnke HeT NpuBaTHbIX apxvBoB:  BACKUP Ha TakoW OTKaXeTcs, U yBUAETb 3TO Jlyylle A0

Ha>kaTuA. AJ’II/IHHbIe nyTh pexxXyTca C roN0Bbl — pPa3/indaeT NX XBOCT.
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Kntoun. export-keys.cmd cobupaet kntoum mawmHbl B | Tunnel\Export , import-keys.cmd
packaagblBaeT Ux No TPéM MecTam, rae ux ULyT nporpammbl: npoduib,  config\rclone |
core.sshCommand 3epkan. Kntouom cumtaetca Gpann ¢ napHbiM | . pub  — Tak nepeHocaTcs Arobble
nmeHa. MprBaTHbIM KOMUAM Cpa3y CBOAATCA MpaBa: KoY, AOCTYMHbIN KOMY-TO KpOMe BiaZesbLa,
ssh MoJsiya OTBepraeT, 1 3TO camasi YacTas NpuUmMHa TOro, YTO Ha HOBOWM MaLUMHE «HUYErO He
paboTaeT». [paBa UMHATCA U B UICTOUHMKE: MapLLPYTbl, HAMWCaHHbIE YCTAHOBLLMKOM TyHHenNs,

CCbl1akOTCA B CKJ1aA.

MyTn unHarca camun. Vimnopt nepenuncoiBaeT B | ~\ .ssh\config TOJIbKO T€ NMyTW, KOTOPbIE HMKYJa He
BeAyT, N He TporaeT paboumne cTpokun. Ha nepeesge nporpaMMbl 370 cpaboTano Ha NepBOM e
nporoHe: ProxyCommand noka3sbiBas Ha npexHee mecto  cloudflared , n 6bin ncnpaeneH 6e3

€ANHOW NMpaBKMN pyKamu.

3Hauok 1 3anyck. Start.exe cobupaercs komnuasTopom us coctasa Windows
( Engine\Launcher ), pagom nexuT Build-Icon.psl . Kaxablin Kagp 3Hauka pUCcyeTcs B CBOMX
NUKCENAX, @ He YXKMMaeTCsA U3 BONbLIOTO: B LWECTHaALLATM TOUYKaxX Opeo NpeBpaLLaeTcs B rpssb.

CBeyeHuve OCTaéTca TONbKO Y KagpoB OT 64 1 BbiLLe.

52/52



